Freedom of Information Act (FOIA)
Workgroup Report

Report to the Acting Administrator — FY2013 3 Qtr. Update

=

3 Y 35 | &

2 % 3 ¥ g ¢85 o 55 . -
§eos 8l 8| 8|23 2| 5 25 (%, OEl is lead the organization
g g 5 s g 2|5 ¢ < 2 89 #1£ ¢ £ forall recommendations
s = 3| g| 2 8¢ Bl £ 38 @|zd < exceptwhere noted.
EQE < 8| Slgg &l £ 24| <<~

In process. Workgroup
Revise EPA’s FOIA regulations to 1) fully comply with formed. Rule tiered by OMB as
the Open Government Act and DOJ Tier 3.
1 regulations/guidance, 2) reflect changes in EPA’s High High <12 L [ ] ([
business processes, and 3) update FOIA fee Target date for publication of
information. proposed rule: 12/31/13.
Interim procedures
Finalize national standard operating procedures deyeloped. Undergoing peer
(SOPs) to set minimum processing standards. Make . review.
2 5OPs available to A | d High Low <12 ¢ 0 00 ¢
gency employees an .
communicate their availability Target date for issuance of
: interim procedures: 9/30/13.
Final Procedures: 3/31/14.

! Impact = Extent to which recommendation will positively influence the FOIA program
2 Effort = Complexity, cost, time, and/or FTE commitment
(Available resources may impact ability to meet target deliverables.)

Open Government: Increasing Openness through Transparency and Accountability

EPA’s FOIA Workgroup Report to the Deputy Administrator
A-1



Freedom of Information Act (FOIA)
Workgroup Report

Develop guidance on applying the presumption of
openness and identifying and articulating “foreseeable

Implementation
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Productivity
Transparency

Regulation or
Procedure
Assessment
Acquire or
Nawvalan
Trainina

OEl is lead the organization
for all recommendations
except where noted.

In process. Will be addressed
in final FOIA policy and final
procedures.

accountability with fairness and administrative
simplicity.

3a harm” when making decisions to release and withhold Low Low <12 ¢ o o °|° Target dates for issuance:
documents under FOIA’s discretionary exemptions. FOIA Policy (final): 3/31/14.
FOIA Procedures: 3/31/14.
Being required in
FOIlAonline and will be
Require two levels of review of all documents that are addressed in final FOIA policy
3b  released or withheld under a discretionary FOIA Low Med <12 o o o o o] O and procedures when issued.
exemption.
FOIA Policy (final): 3/31/14.
FOIA Procedures: 3/31/14.
Modify Agency Delegation 1-30 to 1) reflect that all fee ":ep':r(;zs:ﬁ dDr:l\ﬁg\?vtcla?:lnb
decisions are now made by the Headquarters FOIA prep . Y
) . ) . OGC. Preparing for Agency-
office and 2) require programs and regions to issue . :
4 . . . X Medium Low <24 [ [ o wide clearance process.
formal re-delegation documentation to identify who (by
tltle_o_r position) has the author!ty.to ma_lke |n|t|e}l FQIA Target date for issuance: 8/30/
decisions to release records within their organization. 2013
Finalize and implement the policy on FOIA litigation In process. OCFO lead.
payments for attorney fees and other costs, balancing Draft policy under
5 : Medium Low <12 [ [ [ ] development.

Target date for issuance: TBD
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Require EPA programs and regions to assess fully

Implementation

Estimate
(in Months)
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OEl is lead the organization
for all recommendations
except where noted.

In process. FOIA duties &
roles and responsibilities will
be addressed in FOIA policy
and procedures.

FOIA Policy (final): 3/31/14.

centralizing FOIA administration activities within their High High <24 e o o { [ ] /

organization (if the function is not already centralized). FOIA Procedures: 3/31/14.
To be started. Program/
Regional assessments will
begin after issuance of FOIA
Policy and procedures.

Revise EPA’s regulations to conform with case law

regarding diverse treatment of voluntary submissions High High <04 ° P In process. OGC lead.

of claimed CBI and promote greater efficiency in Informal workgroup created.

handling CBI claims.
Decision pending.

Create a new CBI organizational unit or assign CBI Recommendation needs to be

oversight responsibility to an existing organizational evaluated to determine

unit. The organization would be responsible for High High <24 e o o { ] resource requirements,

establishing Agency-wide CBI policy and security impacts on current CBI.

standards for handling and processing CBI claims. organizations and integration
with CUI requirements

- Decision pending.
Develop Agency procedures to facilitate and expand Pending decision for #8.
use of class determinations for more efficient CBI Medium | Medium >24 [ I J [ ] [

claims processing.
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Develop CBI tools to assist Agency staff in efficiently
and consistently processing CBI claims and to assist

Implementation
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OEl is lead the organization
for all recommendations
except where noted.

Decision pending.
Pending decision for #8.

enterprise infrastructure, such as the Central Data
Exchange (CDX).

10 submitters in asserting and substantiating valid claims Medium High >24 ¢ e ¢ o o
of confidentiality.
Establish a central repository for CBI confidentiality Decision pending.
11 determinations and “clearly not entitled” Medium | Medium >24 ) ) ) Pending decision for #8.
determinations.
Decision pending on CBI:
Pending decision on #8.
Invest in technology to achieve more efficient FOIA . . In process for FOIA:
12 and CBI processing. High Medium <24 d i ¢ FOIlAonline deployed 10/1/12.
eDiscovery tools deployed Q3,
2013 to assist as appropriate.
Establish a repository of records released under FOIA Completed. FOIAonilne
13  that can be searched by the public before they submit High Medium <12 o o o o [ deployed 10/1/12.
a FOIA request.
. ) Completed. Central EPA
Use available technology to improve the Agency’s portal through CDX deployed.
14a receipt of CBI by reusing a secure electronic portal Medium | Medium <24 ° P
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OEl is lead the organization
for all recommendations
except where noted.

In Process. Tool for external

to the public. Once approved, widely disseminate the
process throughout the Agency including e-mail
notification, training and any other methods the Web
Council deems appropriate.

>24 users to transfer data was
completed through CDX portal.
14b rurchase or deyelop tools that allow the electronic Medium | Medium PY To be started. Pending
ransfer of CBI internally and externally. decision for #8
Agency-wide tool for internal
transfer of CBI data across
EPA has not been initiated.
] ] ] In process. Will be addressed
Require Programs and Regions to review (or create) a in final FOIA policy.
process to identify and post information proactively.
15a These reviews should include identifying whether they Medium | Medium <12 e o o o o FOIA Policy (final): 3/31/14.
require more guidance, tools and/or knowledgeable
staff.
Lead: OEAEE & OEI
The National FOIA Program should coordinate with the OneEPA project leads to
Agency’s Web Council to ensure there is a unified and address recommendation.
comprehensive review process to identify, review and
15b proactively release information that may be of interest Medium | Medium <12 o ol oo PY Not started.
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Require programs and regions to identify Agency staff
with the delegated authority to approve the release of
Agency information on the EPA website by name or

Implementation
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OEl is lead the organization
for all recommendations
except where noted.

In process. Recommendation
depends on the issuance of
FOIA policy and regulations
and coordination with EPA’s

training required for ethics and security.

15¢ o, s . . Medium Low <12 [ BN B BN J Web Council.
position and distribute the information to all employees
within their organizations. Establish appropriate FOIA Policy (final) — 3/31/14
accountability in performance standards. Coordination with OEAEE-
Pending
In process. In-person and
webinar training on FOIA
policy, procedures and
FOIlAonline is available for
Establish and develop FOIA training requirements that FOIA officers,coordinators,
16a include tailored training for various levels of FOIA High High <24 e | © [ @ and interested SMEs.
professionals.
Online trainings under
development.
Target date: 12/31/2013.
In process. Mandatory
Establish mandatory annual Agency-wide FOIA genel'talb?_wr?rznss?htrat[nlnlg will
16b training requirements for all employees, similar to the High Medium <24 o o o [ @] D¢ established by the fina

FOIA Policy.

Target date: 9/30/14
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Develop a National FOIA continuing education
requirement for FOIA Officers, FOIA Coordinators and

Implementation
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OEl is lead the organization
for all recommendations
except where noted.

In process: Annual in-person
and webinar training on new
case law, policies, procedures
for FOIA professional and

on adequate searches, proactive disclosures,
consistency, deadlines and coordination among
Regions and Headquarters.

16c FOIA contacts in programs and regions. Include High Medium <12 o o o ([ SMEs currently available.
flexibility to address Headquarters and Region-specific
policies, procedures, and topics. Target date to define specific
continuing education
requirements: 6/30/14
In process. Annual in-person
training meetings currently
Establish a mandatory annual training requirement for available.
all FOIA Officers and FOIA Coordinators designed to
focus on specific areas of need as identified by the ° FOIA Policy will establish
16d National FOIA Office, such as the recent need to focus High Medium <12 | O ([ @ mandatory training

requirement.

FOIA Policy (final) : 3/31/14
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In process. Agency annual
training information posted to

Provide training via the national “one-stop shop” EPA’s FOIA Website as well
training portal currently under development. Ensure as available through
FOIA training is easy to access and available to FOIlAonline.

16e employees from alternative work sites. Identify other Medium Low <24 [ [
resources such as seminars, workshops, etc., and Development of one-stop
make the list of resources available on the FOIA training portal.
website.

Target date: 9/30/14.

In process. Completed
communication of external

In evaluating EPA’s training needs and developing a training opportunities for FOIA

training program, EPA should consider external Coordinators and Officers
training programs and resources that are already . F I traini t. b
17 developed. Specifically, EPA should review training Low Medium <12 o o 9 dg\r/r:lzpézlnlng program fo be
available from DOJ and OGIS, as well as those offered ’
by private organizations. Target date: 12/31/13.
In process. Initial discussion
held with OHR. Requires
The National FOIA Office should work with the Office senior-level policy decision.
18  of Human Resources (OHR) to develop FOIA critical High Medium <24 e o o o
job elements for all Agency managers. If approved:

Target date: 6/30/14
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The National FOIA Officer should work with OHR to

Implementation

Estimate
(in Months)

Accountability
Competency
Consistency
Proactive
NicrlAacuira
Productivity
Transparency
Regulation or
Procedure
Assessment
Acquire or
Navalan
Trainina

OEl is lead the organization
for all recommendations
except where noted.

In process. Requires senior-
level policy decision. Initial
discussion held with OHR. If

FOIA-related training taken by their FOIA Officer and
primary FOIA Coordinator (submit information to the
EPA CIO).

19a develop critical job elements for FOIA Officers and High Medium <24 e o o ) aporoved:
FOIA Coordinators. PP )
Target date: 6/30/14
In process. Requires senior-
level policy decision.
The National FOIA Officer should be consulted by If approved, will be initiated
managers for input regarding the performance of . . following development of #16a,
19b employees with standards that have National FOIA High Medium <24 ¢ o o i #19a and #20a.
Program implications.
Target date: CY 14 and
implemented in CY 15
In process. Requires senior-
level policy decision.
The National FOIA Program should consult with OHR If approved, will be
to identify a baseline set of knowledge, skills and . . implemented following
202 pilities (KSAs) for FOIA Officers and FOIA High | Medum | <24 1@/ 6 @ o ® | | development of #16a, #19a
Coordinators based on their required duties. and #20a.
Target date: CY 14
At the end of each FY, require Deputy Assistant To be started. Requires
Administrators (DAAs) and Deputy Regional senior-level policy decision.
20b Administrators (DRAs) to report the number of hours of Medium Low <24 ol o | @ P ° if approved:

Target date: CY 14 &
implemented in CY 15
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OEl is lead the organization
for all recommendations
except where noted.

In process.
Scorecards have been
developed for DAAs and

by the National FOIA Program.

212 E6)A requests to DAAs and DRASs. High Low <1z e o DRAs.
Target date: 7/26/13
In process. See 21a.
DAAs and DRAs should review the list of overdue
21b FOIA requests and commit resources to reduce the High Low <12 [ o
backlog each fiscal year.
To be started. Will be
Require certifications when conducting searches for addressed in FOIA
22 FOIA responsive records using a template developed High Low <12 [ [ [ ( procedures.
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1 Introduction
Background

FOIAonline is intended to create efficiencies and consistency in the way Government agencies
respond to FOIA requests. The system is a multi-tenant, online FOIA repository and secure
agency processing system to be used by partner agencies across the federal government. This
system will improve upon the functionality currently available to agency FOIA professionals,
subject matter experts, and the public.

The public will benefit from submitting FOIA requests to fewer government websites, tracking
the status of requests, and searching and reviewing public requests and agency responses.
Participating agencies will benefit through storing FOIA requests and responses in a repository
for reuse, and report generation.

System Roles

Various user roles will be included in the system to accommodate the various usage patterns
expected across agencies. Users of the system include:

e National Team: These users are in charge of the initial evaluation of requests for
centralized agencies, re-routing incorrectly sent requests, and assigning requests,
consultations, and referrals. Privileges include: access to the Agency User Administration
page, adjusting requests’ billing sheets, flagging a record as “frequently requested,” and
reassigning requests. The National Team can view the workload of all agency and sub-
agency users. The National Team role has access to the Agency Administration pages and
can assign/re-assign requests, consultations, and referrals.

» Coordinator: These users have access to the Unassigned Cases and Assigned Cases
dashboards for their organizational level and edit access to the sub-Agency
Administration pages. The Coordinator has the following privileges: overwriting a
request’s complexity, flagging a request as perfected or unperfected (as long as a higher
role has not already marked it as either), extend the retention schedule for a record, and
toggle notifications.

e Public Liaison: These users have the Unassigned Cases and Assigned Cases dashboards
for their organizational level and the ability to: run the workload report, view sub-agency
requests, reassign requests, assess the complexity of a request, reassign requests, and
adjust a request’s billing sheet. When a Public Liaison user runs the audit trail report,
they can view only their own requests and the edits made to them.

e Professional: These users have access to only the requests that are assigned to them via
the My Cases dashboard.

e Subject Matter Expert (SME): These users have access to only the tasks that are assigned
to them via the My Cases dashboard.

e Reviewer: These users have read only privileges to all case files within an Agency.
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1.1 Terminology

The following is a list of terms used throughout this document:

Action: An action is a link that displays in the Actions Menu, allowing the user to quickly
navigate to key functionality.

Actions Menu: The list of actions that displays when on the Request Details page.
Agency User: The officer or analyst in charge of handling and processing requests or appeals.

Centralized vs. De-centralized: Centralized v. de-centralized refers to an agency’s routing
configuration. A centralized agency receives all system submissions in one dashboard
maintained at the National Team level. A de-centralized agency allows the requester to choose
which sub-Agency to send the request to, as opposed to sending the request to the overall
agency. Requests submitted to a sub-Agency display in the group dashboard maintained at the
Coordinator level.

Confirmation Message: Text inside a green bar that displays on the top of the page when an
action is performed successfully.

Consultation vs. Referral vs. Transfer: A consultation is the procedure whereby the agency
responding to a FOIA request forwards a record to another agency for its review because that
other agency has an interest in the document. Once the agency in receipt of the consultation
finishes its review of the record, it responds back to the original agency. That agency, in turn,
responds to the FOIA requester. A referral is when an agency locates a record that originated
with, or is of otherwise primary interest to another agency, it will forward the record to be
processed and provide the final determination directly to the requester. A transfer is when an
agency deems that the request was submitted to the wrong Agency. The Agency user has 10 days
to transfer the request to the correct Agency.

Dashboard: The dashboard is a central location for FOIA content. Re gistered Users and Agency
Users have access to a dashboard(s).

Error Message: Text inside a red bar that displays on the top of the page when an action is
performed unsuccessfully.

Export Request: When a request is submitted via the system that is not FOIA related, the Export
Request Action can be performed to completely remove the data from F OIAonline.

General Public vs. Registered User: General Public and Registered Users are both non-agency
system users. A General Public user can create requests via the system, search, and generate
reports, but does not have access to appeal, system correspondence, and in-depth request
tracking. A Registered User views a dashboard of all previously created requests and appeals,
has access to streamlined request creation, send correspondence via the system, notifications, and
in-depth request tracking.

Hover Text: Hover text displays when hovering over a “?” icon next to various fields throughout
the system.

Tasks: Tasks are separate from, but are associated to, requests. Agency users who are assigned to
process a request can create tasks to organizations or individuals to assist in request processing.

September 11, 2012
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2 Agency Users

There are 6 different types of agency roles, listed in hierarchical order they are: National Team,
Coordinator, Public Liaison, Professional, Subject Matter Expert (SME), and Reviewer.

2.1 Home Page

The Home page of FOIAonline is the landing screen for both public and agency users. This page
allows users to quickly access important system functionality, including searching, reporting,
account creation, and request creation. Exhibit 2-1 Home Page shows the layout of the landing
page. The Home page is available via the internet, so it can be accessed over any network.

Exhibit 2- 1 Home Page

Welcome to the FOLA Module

SEARCH FOIA
REQUESTS

MAKE A FOIA
REQUEST

CREATE AN
ACCOUNT

Guest users are 'w ome to submit
requests, search for previoosly
released records, and generate
3 = 3 reports, but cing and
Benefits of on Account : Sign up for a FOIA account today to re the | 1+ of streamiine d communication tures will not be
creation and monitoring of created requests. Create An Account ) available

About The Freedom of Information Act

Enactad in L9645 and taking effect an July, 5 1967 the Freadom of Infarmaton Act (FO1A) provides that any person® has a right enforceabls in
court to obtain access to federal agency recards evcept to the extent that such records (or portions of themi are protected frorm public disclosure
by ane of mine 2vemphons or by onz of three special law anforcement record a«clusions. AFOlArequest can be made for any agenc, record.

ves from thelow sxciugesd

Fequasts undar the Privacy Act must be sent directly to the appropriats agency.

Key functionality includes the login bar at the top of the screen; two quick links in the top right
corner for the glossary and more information about FOIAonline; three tabs to access the Home,
Search, and Reports pages; a search field; four cycling pictures that elaborate on key system
functionality; and three buttons to allow the user to search, make a FOIA request, and create an
account.

The user can manually cycle through the pictures by clicking on the four radio buttons that
display in the top right corner of the pictures. Clicking any of the radio buttons stops the
automatic cycling.
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2.2  Login Bar

The login bar displays at the top of every page, allowing a user to sign in conveniently.
Exhibit 2- 2 Login Bar

Email Address ;

kcannaval@gmail.com 3 IGOT Py

2.2 Sign In

A user can sign in to the system by entering the correct criteria in either the login bar or the Sign
In page. If an invalid attempt to sign in is made via the Login Bar, then the Sign In page displays
(see Exhibit 2-3 Sign In Page).

Exhibit 2- 3 Sign In Page

bil‘har the email address or password are not valid, please re-enter. —l

Note: Email addresses are case sensitive.
Sign In

* Email Address :
* Password:

FORGOT PASSWORD

The password can be reset by pressing the Forgot Password button (see Exhibit 2-3 Si gn In Page)

Enter the correct credentials and press the Sign In button which displays a popup that the user
must acknowledge before being able to access the dashboard page (see Exhibit 2-4 Privacy and
Use Notice).

Exhibit 2- 4 Privacy and Use Notice

Privacy and Use Notice

You are requesting access te an official United States Federal Government application,
The use of this application is for authorized purposes only, The Federal Government
may monitor or audit use and accessing this application constitutes consent to such
surveillance. Unauthorized attempts to upload and/or change information on this
website is strictly prohibited under the Computer Fraud and Abuse Act of 1986 and
Title 18, USC, Sec. 1001 and 1030{a}i4} and may carry a punishment of 5 years
imprisonment and/or a 5250,000 fine.

[Creocees [ cancen
L
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222 Forgot Password
If a user forgets his or her password, then the password can be reset via the Forgot Password
page (see Exhibit 2-5 Forgot Password Page).

Exhibit 2- 5 Forgot Password Page

q

Forgot P d
’7 @ * Email Address:

Enter the associated email address and press the Submit button to receive a temporary password
via email. Enter the email address and the temporary password into either the Login Bar or the
Sign In page and press the Sign In link/button.

The Change Password page displays upon signing in with the temporary password.
2.3 Dashboards

The dashboard is a central location for every request, appeal, task, consultation, and referral in
the system. There are 3 different dashboards for agency users: My Cases, Unassigned Cases, and
Assigned Cases. The different dashboards display conditionally upon the role of the user.
Requests with expedited processing granted display at the top of the dashboard. Items in the
dashboard can be filtered: see section 2.3.4 Icons (Backlogged, Clock Stopped, Correspondence),
Filters, and Pagination.

2.3.1 My Cases

Every role has the My Cases dashboard, which displays all requests, appeals, tasks,

consultations, and referrals that are specifically assigned to the individual currently logged in.
Exhibit 2- 6 My Cases Dashboard

My Cases Filter All vl Pesults 25 ||
5 items found, displaying all items, m
Tracking Number Type ¢ Trock & Requester #  Submitted € Due ¢ Status ¢ Detoil
I ) Johnathan AR Yo Assignment
EPA-2012-000520 d J07/20; 05/, S {
Referral simple | o 08/07/2012  09/05/2012 |\ o von @
B4 Ron : '
08/03/2012 TBD Withdrawn
EPA-2012-00051 hequest T80 carpenter o v
£PA-2012-000513 Gabby — Assignment
EPA-2012-000513  Request Y | i 08/01/2012  TBD basminain| @
it :
& % Michael feoreis : .
EPA-2032-000504 Request Simple puffat 07/31/2012  08/28/2012 Esimate Costs g
Non-Participating Consultation TBD 07/30/2012  08/09/2012 (>
5 items found, displaying all items. ’]
Export options: C5V | Excel
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232 Unassigned Cases

The Unassigned Cases dashboard is available to the National Team, Coordinator, and Public
Liaison roles. It is the default dashboard for the above mentioned roles. This is a group
dashboard at the organization level, so multiple individuals can view and perform a select
number of actions on the items displayed. For this reason, it is imperative they do not process
requests while still unassigned to reduce the risk of error.

Exhibit 2- 7 Unassigned Cases Dashboard

Unassigned Cases Filter ajl v/ Results 25 [+
Py Cases e —_—
i Loitems found displaying all items. y
Unassigned Cases : —
| - Trieking Number & Tioe & Requester ¢ Submitted ©  Die & Detal
Assigned Cases ERA-2012-000506 Request Thomas Brady 07/31/2012 TBD o
Task Lindsay Horton 08/07/2012 08/17/2012 )
R Request Lindsay Horton 08/07/2012  TBD o
Kew Consultation Task Lindsay Horton 08/07,2012 TBD o
e
R Task Laura Cordon 08/07/2012 TBD <
Feferral Timothy Treadwell 08/03/2012 TBD @
Request Marcus Shirlen 08022012 TBD .o
Request lean-Leman D. Rusangiza 08/02/2012 TBD u
Task Gabby Franklin 08:01/2012 08/1li2012 W@
EPA-2012-000513 Task Gabby Franklin 08/01/2012 TBD > |
1o items found, displaying all tems. I_T
Export options: C2v | Eace!
FOlAonline User Guide September 11, 2012
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Assigned Cases

Once a request, appeal, referral, consultation, or task is assigned to either an organization or an
individual, it displays in the Assigned Cases dashboard. Assignments only display when they are
made below a user’s organization level. This means that level 2 agency users will not be able to
see assignments for other level 2 agencies. When a request is assigned by a level 2 sub-agency to
a level 3 office/bureau at the organizational level, the request will display in Assigned dashboard
for the level 2 agency and in the Unassigned dashboard for the level office/bureau.

Exhibit 2- 8 Assigned Cases Dashboard

Assigned Cases

Traciing Number &

EPA-2012-000520
EDA_ D 2. ANAS T
EFA-2012-000518%
EDA. 2 2200817
EFA-LULZ-N 4
EnA- 3 o e 1 -
ErFA-LULL-0000 1L
e o RRRER i
EPA-2012-000502
EPA-2012-000504
EDA- 201 2-0005132
EFA-LULL-UUUS IS
e Riia s B
cFA-ZULL-OUUC AL
=
£OA A D g
EFA-LUVL -V oU -
ERA _AA LA AARSAT
CFA-LUVLL-0UUoUL
on-Participating
EPA-2012-000502
Ty PR e
FAR-LUL-0U0oUL

Export options: C5v &xc

13 items found, displaying all itams.

Tvpe [

Refarral

Request

Appeal

Task

Task

Task

Raqueast

Request

Reguast

Requeast

13 items found, displaying all itams.

Simpla

TBD
Simple

Simple

Simpla

Simple

TBD

Simple

Simple

TBD

TED

Simple

TED

Submitted &

03/07/2012

08/03/2012
08/02/2012

08/02/2012

0370172012

0870172012

03/017/2012

08/01/2012

07/317/2012

07/30/2012

0773072012

07/27/2012

07/26/2012

Filtear Al

Assigned To &

Thomas
Marks

Thomas
Marks

Qls
HC

Emily
Peters

Judy
Scott

Thomas
Marks

Ashley
Jackson

Thomas
Marks

oGD

Thomas
Ilarks

Emily
Peters

oGh

vl
Due e
09/05/2012

TBD

08/30/2012

03/25/2012

TBD:

03/09/2012

08/24/2012

TBD

Rasults 25 lv,

y |
Stotus” & Detoil

Assignment
Detarmination

Withdrawn

Closad

Evaluation of
Records

Research
Records

Estimate
Costs

Assignment
Determination

Evaluation of
Racords

Estimate
Costs

Assignmeant
Determination

Research
Records

Assignment
Datarmination

ol 0 © ¢ 0 00 ©6 8006 ¢
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2.34 Icons (Backlogged, Clock Stopped, Correspondence), Filters, and Pagination

There are three types of icons that can display next to the tracking number on the dashboard: a
red flag, a clock, and an envelope.

The red flag indicates that the item is backlogged, as shown in Exhibit 2-9 Backlogged Icon. The
backlog flag displays after 20 days have elapsed, or 30 days if unusual circumstances have been
identified on a request.

Exhibit 2- 9 Backlogged Icon

& | poc-0s- : o i Evaluation -
;2 1 P equest Simple  Thomas Marks 07/09/2012  08/06/2012 pro—— o

The red flag also displays on the Request Details page, next to the clock, as shown in Exhibit 2-
10 Backlogged Icon in Request Details.

Exhibit 2- 10 Backlogged Icon in Request Details

Status : fvoiuotion of Records  Due Date : 08062012

& 23[9]

2.3.5 New Request

When a FOIA request is received by an agency offline, the request can be entered into the system
by clicking the New Request action from the left side action menu while on any of the three
dashboards:

Exhibit 2- 11 New Request Action

My Cases

Unassigned Cases

Assigned Cases

New Request

New Consultation

hew Referral

FOlAonline User Guide September 11, 2013
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Begin creating FOIA request by entering Requester’s information in the Contact Information
section. All required fields with a red asterisk need to be filled at the minimum in order to
successfully create the request.

Exhibit 2- 12 Agency User Create Request- Requester Information

— Contact Information
% First Name : * Mailing Address  United States/U.S. Territories []
Middle Initial : —
@ * Address
* Last Name: Line1:
Organization : Address Line 2:
Email Address : % City:
@ Pphone * State/Province: - |E|
Number : :
Fax Number : e e
Postal Code : %

Provide the Agency and Fee Information in the following section. Enter the amount that the
requester is willing to pay for the information and select the appropriate submitted date.
Submitted Date field allows the agency to backdate the request’s clock start date, as indicated in
Exhibit 2-13 Agency User Create Request- Agency and Fee Information.

Exhibit 2- 13 Agency User Create Request- Agency and Fee Information

— Agency and Fee Information

0 x Agency: Environmental Protection Agency [_i
Sub-Agency: Environmental Protection Agency [General) |rV1'
* WillPayUpTo: 5 25.00
Submitted Date: g/9/12 &

Refer to the links below for agency-specific FOIA information:
« Environmental Protection Agency

An agency user can only create a request for his or her own agency, but is allowed the option to
select the correct Sub-Agency from the Sub-Agency dropdown menu, if the agency is de-
centralized.

Type the detailed description of the desired records in the Description section. If Fee Waiver
and/or Expedited Processing are requested in the corresponding sections, the explanation/reason
for the request MUST be provided.

FOlAonline User Guide September 11, 2012
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Exhibit 2- 14 Agency User Create Request- Description, Request a Fee Waiver, Request Expedited
Processing and Attach Supporting Files sections

P * Description : 0/2000

Request a Fee Waiver Request Expedited Processing

Any FOIA requester may request that all fees associated Under certain conditions, you may be entitled to have

with the request be waived. The request for the fee your request processed on an expedited basis, i.e., within

waiver must be submitted with the FOIA request. For 10 calendar days of the date on which the request was

further information about Fee Waivers, please see the received. However, in an effort to treat all requesters

Agency's FOIA website, equitably, FOIA requests are expedited only in cases in

EPA | Dept. of Commerce which there is a threat to someone's life or physical
safety; the requestor is primarily engaged in

Make Request ?  No E disseminating information and has established that the
request is urgently needed to inform the public
concerning some actual or alleged government activity.
Make Request ? ' No E|

Attach Supporting Files

No attachments have been added.

e o |

An Information Pop up window will appear when the mouse hovers on the @ icon. Attach _
supporting files pertaining to the request if necessary in Attach Supporting Files section and click
the Preview button.

FOlAonline User Guide September 11, 20“115



Preview Request

The Preview Request page offers the user one final chance to review the information entered
before submittal (see Exhibit 2-15 Preview Request).

Exhibit 2- 15 Preview Request

Preview Request @

— Contact Information

First Nama : Lindsay Mailing Addrass United States/US. Tarritorias
Middla Initial Lacation :
Last Nama : Harton &ddrass Line 1: 2837 Springrass Drive
Organization : Natural Rescurcas Dafanse Addrass Line 2
Council

City : Chantilly
State/Province : Virginia

Zip Code/Postal 22030
Fax Number : Code :

Email Addrass :

Phona Numbear :

— Agency and Fee Information

Agency : Environmental Protection Agency
Will Pay Up Ta: ¢ 25.00

Description :

— Request a Fee Waiver — Request Expedited Handling

Make Requast ? Yes Make Raguast ? Yas

— Attach Supporting Files

Attached File Type Size (KB}

FOIA Fee Waiver Request - EPA docx ticrosoft Word 13.95

Users have an option to edit the request by clicking the Edit Request button or submit the request

without editing.

FOlAonline User Guide September 11, 2012
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Confirmation

Pressing the Submit button on the Preview page displays the Confirmation page. The
Confirmation page contains a summary of the created request, including the unique tracking
number that is generated.

Exhibit 2- 16 Request Confirmation Page

Request Confirmation

— Request Information

Tracking Number : £04-2012-00052)
Requester Mame: Lindsay Horton
DateSubmitted: 08/07/2012
Request Status: Submitted
Description : NYS DEC General SPDES permits for storm «water and related management design manual.

MAKE ANOTHER FOIA REQUEST m

A National FOIA Team user immediately has edit privileges to the request; a Coordinator has
edit privileges only if the request was submitted to his or her Sub-Agency. For those that have
edit privileges, clicking on the Tracking Number link displays the Request Details page (see
section 2.4 Request Details). For those that do not have edit privileges for the request, clicking
on the Tracking Number link displays the Search Results page (see section 2.6.2 Search Results).

236 New Consultation

When a consultation from a non-participating agency comes in external to FOlAonline, the
consultation can be entered into the system by clicking the New Consultation action from the left
side action menu while on any of the three dashboards:

Exhibit 2- 17 New Consultation Action

e

My Cases

Unassigned Cases

Assigned Cases

MNew Request

| New Consultation
|

Mew Referral
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The Input Consultation process consists of two steps. The first step (see Exhibit 2-18 Input
Consultation Page 1) allows the user to upload an attachment (e.g., a copy of the record being
consulted on), but this is optional. Only one record can be attached; if the consultation is for
multiple records, then multiple consultations need to be created. When the file is uploaded, or if
no file needs to be uploaded, press the Next button to display the second part of the process (See
Exhibit 2-19 Input Consultation Page 2).

Exhibit 2- 18 Input Consultation Page 1

Input Consultation

This page is used when a consultation is received from outside of the FOIA Module application.

Consultation Attachmeant

Mo consultation attachment has been added.

NEXT CANCEL

The consultation data is entered on this page. The consultation can be created and saved to
process later, or it can be created and completed. If the consultation is created but is not yet ready
to be completed, enter the applicable information and press the Create button.

Exhibit 2- 19 Input Consultation Page 2

Input Consultation
This page Is used when a consultation is received from outside of the FOIA Module application.

— Mew Consultation

# Received From:
#* Submittal Date: = @

* Consultation Date: pgf09/2012 = @
* Due Date: = o
#* Redquest Descriphon:

#* Comment:

Agency Opinion:

— Attached Files

Hothing foundte display.

CREATE AND COMPLETE

CANCEL

The person creating the consultation automatically gets the assignment for it and the newly
created consultation appears in his or her My Cases dashboard. Pressing the Create button
displays the My Cases dashboard with a confirmation message at the top of the page as shown in
Exhibit 2-20 Non-Participating Consultation Confirmation.
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Exhibit 2- 20 Non-Participating Consultation Confirmation

,[ ® The consultation has been successfully created. |
My Cases Filter aj [‘\CJ Results 25 LVJ
& items found. displaying all items. [‘ 1:|
Trﬂ'_m'ng Nugoer * Type & .?"rm-k L] Requester L Spbmitted @ De = Soatus L3 Derall
I MNon-Parficipating Consultation TBD 08/09,2012 08/14/201 > o l
: - Johnathan Assignment
PA-2012-000520 i
EpA 000 Referral Simple L ten 0867y 2012 Noes /201 B 5 e L avon @
=4 Ron ’ ; e ;
EBA-2012-0005 P equest TBD Carpenter O8/03/2012 TBD Withdrawn [
= i Gabby Assignment %
PA-2012-0005 ]
£fa 3 Fecquest TED Franklin 08/01/,2012 TBD Determination <«
= Michael o ; ;
;}.4 B T s Request Simple : 0773172012  08/28/2012 Estumate Costs s
Mon-Participating Consultation TBD O7/20/2012 O8/09/2012 o
& items found. displaying all items. l_l |
i |
Export ophions: C5v | Eacel

The tracking number of consultations received from non-participating agencies is “Non-
Participating.” Clicking the Non-Participating Tracking Number link displays the Input
Consultation page (see Exhibit 2-21 Complete Non-Participating Consultation).

Exhibit 2- 21 Complete Non-Participating Consultation

Input Consultation
This page is used «when a consultation is received from outside of the FOIA RModule application.

— Complete Consultation

Received From: Department of Justice
Submittal Date: O8/08/2012
Consultation Date: 087092012
Due Date: 08713472012
Pequest Descripticn: Raquesh ng information pert aming toRegions.
Comment: Please review the attached racord for the proper redaction.
%* Agency Opinion:

— Attached Files

Artachec Flile Type Size (KB)

PCBContominatedSedimentsStrategy. pdf POF 678.93

Enter the agency opinion and press the Complete button to close out the consultation. Keep in
mind that consultations input from non-participating agencies will still need to be responded
offline (external to FOIAonline). These consultations are input into the system for tracking in the
Annual Report.

FOlAonline User Guide September 11, 2032



237 New Referral

When a referral from a non-participating agency comes in offline (external to FOIAonline), the
referral can be entered into the system by clicking the New Referral action from the left side

action menu while on any of the three dashboards:

The Create Referral from Non-Participating Agency page (see Exhibit
2-23 Create Referral from Non-Participating Agency Page

Vi mimailar bs dths Crants DAamiacntk mams lasas anskian D 2 E KAy H

My Cases

Unasslgned Cases

Assigned Cases

Taw Request

how Comultation

Exhibit 2- 22 New Referral Action

New Refurral

Exhibit 2- 23 Create Referral from Non-Participating Agency Page

racords.

— Contact Information

Create Referral from Non-Participating Agency [

The Freedom of Information 4t iFOLAS 15 a federal law that gr.es the publc the right to mabke reguests for faderal agency
racords Al federal agenowes are reguarad to make requested records acadable unless the records are prot acted from

dhisclosure by cartam FOLA sxemphons Agencies may wmhhold mformaton accoribng to - e ¥
tatute The FOLA apphies only to federal agancins. It doas not apphy toredords held by Congrass !he courts o1 by state or
local Fo arnmant agencas Each tate has @5 oon public accass lacsthat should be consuliad for accassto Mate and local

0 contamedm the

* Fust Mame:
Fuschfle inectal @
* Last Name:
Chranazation ©

Ervanl Aclebr ess ©

Plione Murmber :

Fax Musnber :

* Blading Address  United States/U.S. Territories
Locaton :

* Ackbass Lee d :
Ackless Line 2
* cay

* State Pro.mee: b

# T Codde
Postal Code :

— Agency and Fee Information

* Agency : Encwmonmental Protection Agency

* Wl Pay UpTo: & 25.00
I* Peferral Date: grefiz = I
@ * Description : O 2000
[€ommants : TR

Request a Fee Walver

Any FOLA recpiester may recquest that all fees assocrated
weith the reguest be warced Theregquest fos the fes
weatser must be submtted wah the FOlA reguest. For
furthes mformabon about Fee Wancers please seathe
Agendy's FOLA website

Make Reguest ©  MNo [

— Requast Expadited Pr

Undes certam condmons vou may be enbtledto have
your regquast processed on an expedtoedbasns e cothm
10 calendar cdays of the date on which the regquest was
recer ed Howe er man effort to treat all reguasteans
equwabt-.f FOHA recquests are a-pedt ad only i casesm
-hich there 13 4 threal to someona’s lfe o1 physcal
s-lqt, the secpeastor os pramarsly §
chssenunating siformat on and has establishedthat the
regquest i3 ue gently neaded 1o mform the public
concernmy some actual o allegad Sosernment activity

Fake Paguest ©  No -

— Attach Reasy Ive Racord

Mo racord has besn addecd.

[sonsrcaser

Enter request data into the applicable fields and press the Submit button to create the referral.
The referral then displays in the appropriate Unassigned Cases dashboard.
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24 Request Details

The Request Details page (see Exhibit 2-24 Request Details) displays by clicking on the

Tracking Number link of a request from any of the three dashboards.

contains the following

The top half of the page

information: status, clock, workflow, and requester information. This

section displays when navigating through any of the sub tabs or related actions from the left side
action menu. The following sub tabs display under the static request information: Submission
Details, Case File, Admin Cost, Assigned Tasks, Comments, and Review.

Exhibit 2- 24 Request Details

|[Request Details

- )

Submitted Ecaluaton

h™

Assignment

Status : it Evolvaton Due Date : NAA

- 0(Never Started)

Processing Closed

Tracking Humber : EPA- 200 2-0005 22
Requester : Thomas Friedlander
Organization: Noa

] Submmission Details Case File

Admin Cost

— Request Handling

Assigned Tasks

Comments

Pequest Track : Simple ~

Select Fee Category v
FeeWwarer Pequested: No

Fee Category:

Fee'rar er Status: Bl-A
E<pedtedProcessing No _
Feguested :
ExpedtedProcessmg N/A

Status:

© rPequestPerfected: ves o

Peifected Date: 0809 2012

Acknowledzement Sent
Date:

@ unusual
Cwcumstances 7 3

S Day Metfications: [
Liigation: No -

Ho

— Request Description

@ shont Drescrsption :

@ Dpesaiption avatllable tothe Public : o a

Has Request Been Modfied® [

— Attached Supporting Files

@ Attachments avaldable to the Public :
Ho supporting hies have been added.

No ~

CANCEL

SAVE CHANGES
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241 Statuses

A request can have the following statuses: Submitted, Initial Evaluation, Assignment
Determination, Estimate Costs, Research Records, Evaluation of Records, Final Preparation of
Response, Withdrawn, and Closed.

The status changes from Submitted to Initial Evaluation upon opening the request for the first
time. The status displays on both the Request Details page and the My Cases and Assigned Cases
dashboards, as shown in Exhibit 2-25 Request Status.

Exhibit 2- 26 Request Status

Request Details | Status : inidel Evelvotion I Due Date: A

(- 0(Never Started)

£ ‘. 0= 9 :I_-'."“'-‘_‘ ,'. -
e e Mags Ly o

Submitted Evaluation Assignment Processing Closed

Exhibit 2- 26 Status Column

Assigned Cases Filter aJl vl Results 25 s
14 items found, displaying all items. E
Tracking Number & Type € Trock & Submilted ¢ AssignedTo €& Due & Status 2 | Detail
&4 Thomas : ;
s o . Request TBD 08/03/2012 TBD withdrawn
EPA-2012-000519 h ' Marks v
BA_301 2000513 : , Evaluation of
EPA-2012-000512 Task simple  08/02/2012 HQ TBD pévords (> |
EPA-2012-000504 Task simple  08/01/2012 EmilyPeters 1gp Estimate Costs |
3 Thomas Assignment
EPA-2012-00051 3 /20 L =
EPA-2012-000513 Request TBD 08/01/2012 . TBD Decrmination P )

The status changes to Assignment Determination upon first assignment to either an organization
or an individual (see section 2.5.1 Make Assignment).

Estimate Costs is an optional status that displays when the Estimate costs action is performed
(see section 2.5.2 Estimate Costs).

The Research Records status displays when the first record is uploaded to the case file (see
section 2.5.6 Upload Responsive Records).

The Evaluation of Records status displays when the first exemption or exclusion is applied to an
uploaded record.

The Final Preparation of Response status displays when the Begin Closeout action is performed
(see section 2.5.14 Begin Close out Process).

The Withdrawn status displays when a registered user withdraws the request. If a request is
withdrawn, the agency user must take the necessary actions to officially close the request.

The Closed status displays when the Final Disposition Notice is sent to the requester.

FOIlAonline User Guide September 11, 2012
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242 Clock
The clock displays on the Request Details page, as shown in Exhibit 2-27 Clock. The clock
begins once a request is both perfected and assigned.

Exhibit 2- 27 Clock

Request Details Status: Research Records Due Date : 08/24/2012

- () @ -

Submitted Evaluation Assignment Processing Closed

If a request has not been assigned within ten days, then the clock starts automatically on the
eleventh day.
If the clock has not started yet, then “(Never Started)” displays next to the clock, as shown in
Exhibit 2-28 Clock Never Started.

Exhibit 2- 28 Clock Never Started

Status: /nitol Evalvotion Due Date : NAA
" O|[Never Started)

When the clock has been stopped via the Stop the Clock action (see section 2.5.3 Stop the
Clock), then “(On Hold)” displays next to the clock, as shown in Exhibit 2-29 Clock Stopped.

Exhibit 2- 29 Clock Stopped

Status: Fsomore Costs  Due Date : 08/28/2012

C sf[on Hold]

243 Workflow

The workflow displays on the Request Details page and contains five phases: Submitted,

Evaluation, Assignment, Processing, and Closed. This workflow graphic displays on both the

public and agency sides and offers the user a quick glance as to the status of the request.
Exhibit 2- 30 Request Details Workflow

Request Details Status : initioi Evoivarion  Due Date : N/A
(" 0(Never Started)
Submitted Evaluation Assignment Processing Closed

Opening a request for the first time changes the workflow to “Evaluation,” upon first assignment,
the workflow changes to “Assignment,” upon first record upload the workflow changes to
“Processing,” and once the Final Disposition Notice is sent, the workflow changes to “Closed.”
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244 Requester Information

On the Request Details page, three requester-specific fields display at all times: the Tracking
Number of the request, the requester’s name, and the requester’s organization. Clicking on the
arrow icon in this section expands more requester information, as shown in Exhibit 2-31
Requester Information.

Exhibit 2- 31 Requester Information

Request Details Status : initol Evoivoron Due Date: WA
(- 0(Never Started)
-~ (- @ @ -
Submitted Evaluation Assignment Processing Closed
Tracking Number : EPA-2012-000522 Request Type: FOIA
Requester : Thomas Friedlander Request Track: TBD
Organization: N/A Submitted Date: 08/08/2012
Email Address: MN/A DueDate: N/A
Phone Mumber : MN/A assignedTo: Environmental Protection
Fax Number : N/A Agency
Address: 8392Summerfield Court FeeUmit: 525.00
City: Falls Church
State/Province: WA
Zip Code/Postal Code: 22032

Edit Requester Information

The requester’s information can be modified at any point by clicking the pencil icon that displays

in the bottom right corner of the expanded section.
Exhibit 2- 32 Edit Requester Contact Information Icon

Tracking Mumber : EPA-2012-000522 Request Type: FOIA o
Requester : Thomas Friedlander Request Track: TBD
Organization : N/A Submitted Date: 08/08/2012
Email Address: MN/a Due Date: MN/A
Phone Mumber : MN/A Assigned To: Environmental Protection
Fax Number : MN/A Agency
Address: 8392Summerfield Court Feelimit: 525.00
City : Falls Church
State/Province: VA
Zip Code/Postal Code: 22032
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The edit page allows users to modify the requester’s contact information. Press the Save Changes
button as indicated in Exhibit 2-33 Edit Requester Contact Information, to save the
modifications.

Exhibit 2- 33 Edit Requester Contact Information

e Status : /nital Evaluation  Due Date : 4
" 0(Never Started)

g G s " -

Submitted Evaluation Assignment Processing Closed

Tracking Number : EPA-2012-000522 o
Requestzr : Thomas Friadlander
Organization : N/A

— Contact Information

Tracking EPA-2012-000522 * Mailing  United States/u.s. Territor{w|
Humber Address
* Requastzr Thomas Location !
First Name : * Address Line 8392 Summerfield Court
Requester L:
rMiddla Initial: Address Line 2
* Requaster Last Friedlander * City - Falls Church
Nama : . s
* State/ ya Rl
Organization : Province : B
Email Addrass - * Zip 22032
Phone Number : Code/Fostal
Code :
Fax Number -
* Feelimit: ¢ 25.00
— Request Information
RequestType : FOIA Submitted Date : 08,053/2012

Assigned To © Environmental Protection Agency

RequestTrack : TBD

[Crveommes |[Ccuen
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245 Submission Details

Submission Details is the default tab on the Request Details page that displays when opening a
request. It consists of three sections: Request Handling, Request Description, and Attached
Supporting Files.

Exhibit 2- 34 Submission Details Tab

Request Details Status: Estimote Costs Due Date : 08/28/2012
- 3(On Hold)

@ 9@ 0 @

Submitted Evaluation Assignment Processing Closed

Tracking Mumber : EPA-2012-000504 (>
Requester: Michael MMuffat
Organization: MNew York Times

Admin Cost Comments Review

Submission Details Case File

Assigned Tasks

Request Handling

The Request Handling section of the Submission Details sub tab, as shown in Exhibit 2-35
Request Handling, contains information pertaining to the request track, the requester’s fee
category, whether or not special handling or processing was requested, if the request is perfected,
and if notifications should be associated with the request.

Exhibit 2- 35 Request Handling

— Request Handling

Request Track: Simple ] © Request Perfected: ves [v]
Fee Category: Select Fee Categoryls! Perfected Date: 08/09/2012
Fee Waiver Requested: Mo .~ Acknowledzement Sent £
Date:
Fee Waiver Status: N/A
; ©@ Unusual Mo
Expedited Processing No . Circupistances > ;

Requested:

Expedited Processing M/4 5 Day Notifications: [] ™
Status: Liigation: No |w]

Upon first opening the request, the perfected dropdown menu defaults to Yes so that it can be
quickly saved. If the page is not saved at this point by pressing the Save Changes button then the
dropdown menu will switch to No when it is accessed the next time. It is important to remember
to change the Request Perfected dropdown menu to No (if the request has not been opened
before) and other modifications have been made — the request perfection can NOT be changed
once it is set to Yes.
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The Request Track can be modified from Simple to Complex, but it cannot be modified from
Complex to Simple.

If a Fee Waiver and/or Expedited Processing were not initially requested, the agency user has the
option to do so by clicking the pencil icon that displays next to the two fields: Fee Waiver
Requested and Expedited Processing Requested, as shown in Exhibit 2-35 Request Handling.
Clicking the pencil icon for either option displays the Create Fee Waiver Task page or the Create
Expedited Processing Task page, respectively. From here, the requester’s Justification can be
entered and saved so that the agency can process the task.

Request Description

The Request Description section (see Exhibit 2-36 Request Description) contains a Short
Description field, which when text is entered and saved, displays when the tracking number is
hovered over on the dashboard (see Exhibit 2-37 Short Description).

Exhibit 2- 36 Request Description

— Request Description

© short Description: Region 2

@ Description Available tothe Public:  yes v Has Request Been Modified® []

Exhibit 2- 37 Short Description

Unassigned Cases Fitter Al v Results 25 |v|
My Cases i) X
| 2L itemsfound, displaying all items. I 'G
I_Una-,ai;-ned Cases g
e — Tracking Number L] Type & Reguester L] Submitted ¢ Ouie & Detot
Assiened Cases EPA-2012-000506 Fequest Thomas Brady 07/31/2012 TED % |
EPA-204 2000526 Request kerri May 08:09/2012 TBD b ]

New Reqfieg Jane Montgomery 080872012 TBD 5 |
Region 2 .
New Con Thomas Friedlander 08,08/2012 T8D (> |

By default, the toggle for description available to the public is set to No. If the agency deems the
request description to be public, then set the Description Available to the Public dropdown menu
to Yes. If part of the description contains PII, but the remaining portion of the description can be
available to the public, then the description can be modified by checking the “Has Request Been

Modified?” checkbox. This expands a text field with the original description pre-populated in it,

allowing the user to redact or modify part of the description. The text that is saved in this field is
what the public sees upon searching. If for some reason a registered user (the requester) modifies
the request description, the agency user will see this box checked.
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Attached Supporting Files

The supporting documents attached (by the requester) with the request are displayed in the
Attached Supporting Files section. This section also allows an agency user to make any attached
files publically viewable by selecting Yes from the Attachments Available to the Public
dropdown menu which is defaulted to No.

Exhibit 2- 38 Submission Details Attached Files

— Attached Supporting Files

@ attachments Availabletothe Public: No  [s!

Attached File Type size (KB)

Copitol Asset Plan aond Business Case Summary_NOAA. pdf PDF 5342

246 Case File

Clicking the Case File tab displays the direct URL of the case file and the Case Categorization
and Initiation section. This section displays when the request was submitted and the initial clock
start date.

Exhibit 2- 39 Case File Tab

Submission Details | Admin Cost Assigned Tasks Comments

Direct URL : http://saki. cgifederal. com:8080;foia/achi on/public/view/request /8000b38h
Case Categorization and Initiation

Type of Case: FOIA © ReceivedDate: 08/03/2012
Fiscal Year: 2012 © ClockinitiallyStarted on: TBD
Total Days Pending: 0

SAVE CHANGES CANCEL

The following sub tabs display under the Case File tab: Records, Consultations, Correspondence,
Appeals, and Invoice.
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Records

The Records sub tab contains all responsive records that have been uploaded to the case file.
From this table, records can be quickly selected for downloading, publishing, editing, or

removing. Clicking the Detail icon expands a row that contains the direct URL to access the
particular record.

Exhibit 2- 40 Case File, Records

Consultations Correspondence | Appeals Invoice

Case Responsive Records

Downicad  Peblish

O O Air

Title Type Exempt Statute Retention Size (KB)

Enforcem., PDF

[ oownionn B savrenancrs |

MNia Ma M/A 15.01

Clicking the pencil icon displays the Edit Responsive Records page, where exemptions and
exclusions can be applied to individual records in addition to providing or modifying optional
metadata.

Checking the Ex. 3 checkbox expands the multi select Statutes field. If “Other” is selected from
this multi select field, then the “Other Statute” field displays, as shown in Exhibit 2-41 Edit
Responsive Records. Text entered in this field will be populated in the Statutes list for future use.
Administrators have the ability to modify the list of statutes in use.

The retention period is typically set at an agency or sub-agency level, but can be overwritten on
individual records by selecting a value from the Retention Period dropdown menu. When the
retention period expires, the record is not automatically deleted.

Exhibit 2- 41 Edit Responsive Records

— Edit Responsive Record

# Title: Atlanta Fisheries
@ keywords: Correspondence
@ x publish: No [w] @ Exemptions Ex.i: O Ex 7ipj: O
= A ed : s
© * Frequently No  [w] PPl Ex.2: O Ex 7g: O
Requested : Ex. 7{F: [
File Format : PDF Ex.4: [J Ex. ®: [
Author : Ex.5: O Ex. 9: [
Size{KBi: 698.19 Ex. 6: [] Exel 1: [
Date Created: 07/26/2012 Ex. 7iai: OO0 Exal 2: O
Fecord Release Date: N/a Ex. 7iBi: [ Excl. 3: [
Ex. 7icy: O
# Statutes: 50 U.S.C. §app. 2411(c) (Expor|a
The DOC Act
The Patent Act
X¥YZ LISC 123 =% |
I e '_F._:-IV.i
#* Otherstatute:
© Retention select Retention Period [»]
Period :

SAVE RECORD CHANGES
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Consultations

The Consultations sub tab, as shown in Exhibit 2-42 Case File- Consultations, contains a table of
any associated consultations that were created via the Create Consultation action (see section
2.5.8 Create Consultation).

Exhibit 2- 42 Case File - Consultations

— Consultations

One item found.
Corsulted Agency Created By Copsultation Date Due Date Detail
uU.s. Department of Commerce Jessica Russo 2012-07-26 2012-08-21 Y

Description ;| am requesting all environmental safety analysis in PA
Comments | Please review
Reccid: 20120710 Final Preparation Response

Agency Opinicn: M/A

Correspondence

When unread correspondence exists in the case file, clicking on the Tracking Number link from
the dashboard sends the user directly to the Correspondence sub tab (as discussed in section 2.3.4
Icons (Backlogged, Clock Stopped, Correspondence), Filters, and Pagination, new correspondence is
indicated by a letter icon).There are two types of correspondence: correspondence that happens
within the system and offline correspondence that is uploaded to the case file.

The correspondence that occurs within the system displays in a table in the Correspondence to
Requester section, and offline correspondence displays in the Other Correspondence section.
Correspondence is created via the Create Correspondence action (see section 0 2.5.7 Create
Correspondence).

Exhibit 2- 43 Correspondence Sub Tab

— Correspondence to Requester

2 tems found. displaying all items. E
Subject ® Froem L To £ ] Date o Detail
Interim R elease. Request 2 5 )
EPA-2012-000513 Thomas Marks Gabby Franklin O8/09/2012 > ]
Seeking Clarification Thomas Marks Gabby Franklin 0B/09/2012 @

08/09/2012 05:36 P
FOIA Request: EPA-2012-00051

Sseeking clarification concerning your recently submitted FOIA request. Will you be willing to accept responsive
records from 2011-present? Records from 2001-present will lengthen the time that your request will be in the
processing phase. !

2 items found, displaying all items. 1 ]

— Other Correspondence
One ftem found. i ez
Attached File L Type Size (KB)
Timiytie docx i rhicrosoft Word 2111

Clicking on the arrow icon in the Details column expands the correspondence.
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Appeals

The Appeals sub tab contains a table of all associated appeals. Clicking the Tracking Number

link for the appeal displays the Appeal Details page, depending on the user’s level of access.
Exhibit 2- 44 Appeals Sub Tab

— Appeals
Tracking Number Appeal Date Appellant Hottication Basis
EPA-2012-000527 08/09/2012 Gabby Franklin O v ]

This is taking too long to process.

UPDATE NOTIFICATIONS

Invoice

The Invoice sub tab contains a PDF of the invoice that is generated upon beginning the close out
process. Clicking the title downloads the invoice to the hard drive. If interim releases are
performed, then an invoice is generated for each interim release.

24.7 Admin Cost

Clicking the Admin Cost tab displays the Entries table, as shown in Exhibit 2-45 Admin Cost
Entries Table, where users enter the amount of time spent on processing the request.

Exhibit 2- 45 Admin Cost Entries Table

’— Entries
Date - User Name $ Non System User & C;_}:;ge % Gﬁfm{y & Total & Action
08/09/2012  Thomas Marks Search 1.5 59015 | hi
08/09/2012 John Adamis Search  2.00 $50.00 ﬂ
08/09/2012  Thomas Marks Copy 10 stio & B
08/09/2012  Thomas Marks Review  1.00 siziz2 7 id
Total $213.37

Clicking the Add New Entry button expands the New Entry section, as shown on Exhibit 2-46
Admin Cost New Entry where users can enter time for system or non-system users.

September 11, 2012
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Exhibit 2- 46 Admin Cost New Entry
— New Entry
* UserType: Agency User vl

* User Name: Thopias Mail =
Billing Category :

% Charge Date: =
* ChargeType: search ~

©® * Hours: 0.00

SAVE CHANGES CANCEL

The User Name defaults to the user who is currently logged in, but users can add time for other
individuals. Clicking the person icon next to the User Name field launches the Select Individual
popup where an individual can be searched and their effort can be entered.

The date of the time entry can be modified by clicking the calendar icon next to the Charge Date
field, as shown in Exhibit 2-47 Admin Cost New Entry Date.

Exhibit 2- 47 Admin Cost New Entry Date

/2012  Thomas M= Biaiitadie _
O August 2012 0

Su Mo _ Tu We Th Fr 5a

Jew Entry ———— I T e e |
: !
* User Type: 21 2 7] ey o]t
* User Name: | IELZH L= IREIGH IESY ) B E7 U |

Billing Category : 1SN 260 I 200 & 220 S22 241 N2E
261 270 B 281 N29) SE0 NS
% Charge Date: = '

% ChargeType: Search vl

@ * Hours: 0.00
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Select the proper charge type from the Charge Type dropdown menu:
Exhibit 2- 48 Admin Cost Charge Type

— New Entry

* UserType: Agency User ]

* User Name: Thamas iarks 3
Billing Category :

* Charge Date: =
* ChargeType:| search v/
© * Hours: | COpY
Review |
Search
Mailing I
Other
——aal

Selecting Non-System User from the User Type dropdown menu allows the agency user to add
time for a non-system user who is not able to add time for him or herself, allowing the billing
sheet to be a complete compilation of individuals who have performed processing on the request.
The two fields Loaded Rate and Billing Rate display, which are required in order to add time for
a non-system user.

Exhibit 2- 49 Admin Cost - Non-System User

— Entries

Mo entries have been added.

— New Entry

* UserType: Non-System User
* MNon-System User :

* Loaded Rate:

* Billing Rate:

% ChargeDate: =
* ChargeTvpe: Search “'J

@ * Hours: 0.00

SAVE CHANGES

Press the Save Changes to save the new entry. This will close the New Entry section and display
the new entry in the Entries table in the admin cost tab. Entries can be modified by clicking the
pencil icon, and they can be deleted by selecting the “X” icon, as shown in Exhibit 2- 50 Admin
Cost Edit Entries.
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Exhibit 2- 50 Admin Cost Edit Entries
— Entries
Date a User Name & Non System User f + e $ Houws/ $ Total @ Agtion
¥ Type Quunrl'n_«
08/09/2012  Thomas Marks Search 15 $90.15 _/" I’j
08/09/2012 John Adams search 200 000 & kd
08/09/2012  Thomas Marks Copy 10 51.10 7 i
08/09/2012  Thomas Marks Review  1.00 si212 7 kd
Total 5213.37
.“-\ DD NEW ‘ENY

248 Assigned Tasks

The Assigned Tasks tab, as shown in Exhibit 2-51, displays all tasks associated with the request.
A request cannot be closed out with open tasks, so the Assigned Tasks tab offers insight as to
what tasks have been created, which are completed, and who is responsible for outstanding tasks.

Exhibit 2- 51 Assigned Tasks
Submission Details l CaseFile | Admin Cost  (NEEREUISRERY

Cutcome €  AssignedTo 4  AssignedBy $ Dote Sent »  Due Date ¢ Compieted Date 4 Motification  Detoil

EPA Thomas Marks  08/07/2012 )
Completed  Thomas Marks Emily Peters  08/07/2012 08/07/2012 >
Approve Emily Peters Thomas Marks 08/07/2012 08/07/2012 ]
Full Grant  EPA 08/02/2012 08/02/2012 > ]

Clicking the arrow icon in the Detail column expands more information concerning the task.
Clicking the Outcome link for completed tasks displays the Task Details page which offers a
read-only view of the task.
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249 Comments

The Comments tab is a journal of request processing. Comments created via the Create
Comment action (see section 2.5.7 Create Comment) display in this tab.

Exhibit 2- 52 Comments
" Conmens |

Date [ Time v User Name & Detail

Submission Details Case File Admin Cost Assigned Tasks

08/09/201201:27 P11 Thomas Marks

¢ld

08/09/201201:26 P11 Thomas Marks

Clicking the arrow icon in the Detail column expands the comment.

2410 Review

The Review tab contains details of the assigned reviewers to the case file. Upon close out, a Case
File Review task is sent to the assigned reviewers to complete before the request can be closed
out. Review tasks are distributed sequentiall y according to the review order. A second review
cannot start until the first review is completed. Pressing the Add Reviewer button, as shown in
Exhibit 2-53 Review, expands the New Reviewer section, as shown in Exhibit 2-54 New
Reviewer.

Exhibit 2- 53 Review

Submission Details |' Case File | Admin Cost Assigned Tasks Comments

— Assigned Reviewers

b : Assigned Revi s Review Date & :::;f: Action
AN $ Rewiew Order - signied Reviewer EViEw €
; Order
1 Thomas Marks TBD v ] e
2 Emily Peters TBD o d

September 11, 2012
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Exhibit 2- 54 New Reviewer

New Reviewer

* Assigned Reviewer: : =

ADD REVIEWER CANCEL

Clicking the person icon next to the Assigned Reviewer field launches the Select Individual
popup where an individual can be searched and selected to be a reviewer.
Exhibit 2- 55 Select Individual Reviewer

Select Individual

Search Criteria

Name: John
Organization Acronym :

Organization Name:

ASSIGN TO ME CANCEL

Search Results
One ftem found.
Full Name ¢ Organization Acronym % Organization Name &
@  ohn Austin R1 Region L

| SELECT

Pressing the Select button closes the popup and displays the individual’s name in the read-only

Assigned Reviewer field.
Exhibit 2- 56 Adding a New Reviewer

— Assigned Reviewers

; : Change
Review o Review Order & Assigned Reviewer ® Review Date ¢  Review Action
Outcome . _ B
1 Thomas Marks TRD v | d
TBD < kd

2 Emily Peters

New Reviewer

* Assigned Reviewer: juhn Austin ' =

ADD REVIEWER

September 11, 2012
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Pressing the Add Reviewer button closes the New Reviewer section and adds the assigned
reviewer to the Assigned Reviewers table.

Exhibit 2- 57 Assigned Reviewers Table

— Assigned Reviewers

Review Crange

s & Review Order a Assigned Reviewer £ 5 Review Dare $ | Review Action

teome

Oruer

1 Thomas Marks TBD v ad

2 Emily Peters TBD e kd

3 John Austin TBD o d

The order of the reviewers can be modified by clicking the arrow icons in the Change Review
Order column. Only the individual who added the reviewer is able to remove him or her from the

Assigned Reviewers table by clicking on the “X” icon in the Action column.
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2.5 Actions Menu

The Actions Menu is the list of actions that display in the left side Exhibit 2- 58 Actions Menu
menu when a user opens up a request. Actions are limited when a
request is not perfected. For instance, the only actions that display
for an unperfected request are: Make Assignment, Estimate Costs,
Create Correspondence, Create Comment, Create Appeal, Interim
Release, Transfer Request, Export Request, and Begin Close Out
Process.

My Cases

Request Details

Make Assienment
The list of actions for a perfected request are: Make Assignment,
Estimate Costs, Stop the Clock, Extend Due Date, Create Task,
Upload Responsive Records, Create Correspondence, Create Stop the Clock
Comment, Create Consultation, Create Referral, Create Appeal,
Interim Release, Transfer Request, Export Request, Begin Close
Qut Process, and Generate Invoice.

Estimate Costs

Extend Due Date

Create Task

Upload Responsive Records

Create Correspondence

Create Comment

Create Consultztion

Create Referral

Create Appeal

Interin Release

Transfer Reguest

Export Request

Begin Close Out Process

Generate Ihvoice

2.1 Make Assignment

The Make Assignment action displays the Make Assignment section of the Request Details page,
as shown in Exhibit 2- 59 Make Assignment. An agency user can assign requests, tasks, appeals,
referrals, and consultations. From here, a user can choose to assign an organization or an
individual to process the request, task, appeal, referral, or consultation, including quickly
assigning the item to him or herself for processing. An item can only be assigned to one
organization or one individual —ultimately there needs to be one individual assigned to process
an item, though many groups or employees can contribute to the processing of the item via the
Create Task action (see section 2.5.5 Create Task).
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Exhibit 2- 59 Make Assignment

Make Assignment

QOrganization Assignment :
Individual Assignment :
5 Day Motifications : []

[ssionroms | cavere |

Organization Assignment

SAVE CHANGES

In the case where a request needs to be assigned to an organization, e.g., a level 2 sub-agency,
click the person icon next to the Organization Assignment field to launch the Select Organization
popup.

Exhibit 2- 60 Make Assignment, Select Organization

Select Organization

Search Criteria

Acronym :

Name: Region

Search Results
’—4 temsfound, displaying all tems. m
Atronym L] Mame ]
® npn Region 1
O  r2 Region 2
© Rz Region 3
£ ko Region 9

SELECT

Search for and select the desired sub-agency and press the Select button to close the popup. The
selected organization displays in the Organization Assi gnment field. Pressing the Save Changes
button assigns the item to the organization, which sends it to that organization’s Unassigned
Cases dashboard (monitored by either Coordinators or Public Liaisons, depending on which sub-
agency was chosen).

Exhibit 2- 81 Make Organization Assignment

Make Assignment

I Organization Assignment : Region 1 & I

Individual Assignment : -
S Day Notifications: []

I SAVECHANGES 1 ASSIGN TO ME
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Individual Assignment
Assign an item to a specific individual by clicking the person icon next to the Individual
Assignment field to launch the Select Individual popup.

Exhibit 2- 62 Make Assignment, Select Individual

Select Individual

Search Criteria

Mame:
Organization Acronym : OPPT
Organization Name:

SEARCH ASSIGN TO ME CANCEL

— Search Results
4 items found, displaying all items.
Full Name ¢ Organization Acronym ¢ Organization Name ¢
©  CaitlinKoris OPPT Office of Pollution Prevention and Toxics
©  Gary Clark OPPT Office of Pollution Prevention and Toxics
@&  Patrick Rudd OPPT Office of Pollution Prevention and Toxics
©  Robert Marshall OPPT Office of Pollution Prevention and Toxics

SELECT

Search for and select the desired individual to process the item; press the Select button to close
the popup.
Exhibit 2- 63 Make Individual Assignment

Make Assignment
Organization Assignment : &
llndividual Assignment :  poiilcl B l =]
5 Day Notifications : [

Pressing the Save Changes button displays a confirmation message at the top of the page,
indicating the item has been successfully assigned.
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Assign to Self

Quickly take ownership of an item by pressing the Assign to Me button, as shown in Exhibit 2-
64 Assign to Self Action. The user’s name displays in the Individual Assignment field: commit

the assignment by pressing the Save Changes button. The item now displays in the user’s My
Cases dashboard.

Exhibit 2- 64 Assign to Self Action

— Make Assignment

Organization Assignment :
Individual Assignment :
5 Day Motifications : [

ASSIGN TO ME I CANCEL

SAVE CHANGES

5 Day Notifications

Send email notifications to the assignee every 5 days by checking the 5 Day Notifications
checkbox before pressing the Save Changes button. This can be toggled on and off from the
Submission Details sub tab (see section 2.4.5 Submission Details).

Exhibit 2- 65 Assignment Notifications

’— Make Assignment

Organization Assignment :
Individual Assignment : el Rudd
5 Day Notifications : [

ASSIGN TO ME

SAVE CHANGES
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252 Estimate Costs

The Estimate Costs action allows the agency user to estimate how much the requester will have
to pay in fees.

Exhibit 2- 66 Estimate Costs Page

Estimate Costs
EstmateSearch: S 10.
Estimate Review : S 15,
Estimate Copying: 5 0.00

Pressing the Save Changes button generates an Estimate Costs task, which allows the agency
user to review and modify an email that will be sent to the requester.
Exhibit 2- 67 Estimate Costs Confirmation Message

® The estimates have been successfully saved. Esimate Cost Notice task has been created

Request Details Status : /nitol Evelvation Due Date: N/A
(" 0(Never Started)

O @ O ¢

Submitted Evaluation Assignment Processing Closed

Tracking Mumber : EPA-2012-000526 > ]
Recquester: Kerri May
Organization: N/A

— Estimate Costs
EstimateSearch: S 10.00
Estimate Review : 5 15.00
Estimate Copying: S 0.00

SAVE CHANGES CANCEL

If the request has been assigned then the Estimate Costs task displays in the assignee’s My Cases
dashboard. If the request is unassigned, then the Estimate Costs task displays in the Unassigned
Cases dashboard.
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Clicking the Tracking Number for the Estimate Costs task, which is the same number as the
corresponding request, displays the Request Details page. Click the Close Out Task action from
the left side actions menu to display the Task Details page as shown in Exhibit 2-68 Estimate
Costs Task Details Page.

Exhibit 2- 68 Estimate Costs Task Details Page
Task Details

Create Correspondence
Task Type: Estimate Cost Notice AssignedTo: Environmental Protection (> ]
Create Comment Agency

Creeate Consultation 2 Kk Tk

— Estimate Cost Notice

Create Referral

HNote that this request's requester does not have an email address on file. Therefore, this notice will be sent to vour email
address. If vou wish to sendthis notice to the requester, please send it vla the requester's mailing address on file.

Close Out Task

* Subject: Estimate Cost, Request EPA-2012-000526

¥Bodi: 'm 7 0 |EWE rows Al =

Request EPA-2012-000526 has been approved for an estimate cost -
® Search Estimate: 510.00
® Review Estimate: 515.00

® Copying Estimate; 50.00
® TOTAL: $25.00

r Attach Supporting Files

Nothing found to display.

CLOSE WITHOUT SENDING

The subject and body fields are pre-populated with information, but are modifiable. Files can be
attached to the email by pressing the Select Files button.

Save the task without sending it by pressing the Close Without Sending button. This saves the
email, to be accessed at a future time. Send the email to the requester by pressing the Send
button.

A confirmation message displays, indicating the email was sent. If the requester does not have an
email address on file, then the Estimate Costs email will be sent to the agency user who can then
send it to the requester. A log of the Estimate Costs email is tracked in the Case F ile,
Correspondence sub tab.

FOIlAonline User Guide September 11, 20; g



2.513 Stop the Clock

Stop the Clock by clicking the Stop the Clock action from the left side actions menu. The Stop
the Clock section of the Request Details page displays. Select a reason from the Reason
dropdown menu and enter text into the Notes field. Press the Stop the Clock button to put a hold
on the clock. The clock can only be stopped once for clarification but can be stopped multiple
times for fee-related reasons.

Exhibit 2- 69 Stop the Clock
Stop the Clock : Stop the Clock

Extend Due Date
Mo clock stoppages have been created

Create Task

— New Clock Stoppage
Upload Responsive Records % Reason:  Select One [”
Create Correspondence eSS Clarification : 072000
Fee-related
Create Comment
Create Consultation
Create Referral

.
Create Appeal

The Request Details page displays with a confirmation message and “(On Hold)” next to the
number of days on the clock.
Exhibit 2- 70 Stop the Clock Confirmation

I o The clock has been stopped. I

Request Details Status : Assignment Determination Due Date : 05/07/2012
) - 0(On Hold)

Exhibit 2- 71 Start the Clock Action

. Request Details
The action that was once Stop the Clock changes to

Start the Clock. Make Assignment
Click the Start the Clock action to display the Start
the Clock section of the Request Details page. Estimate Costs

‘ Start the Clock I

Extend Due Date
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The Start the Clock page contains a summary of why the hold was placed on the request and how

long it has been on hold. Take the request off of hold by pressing the Start the Clock button, as
shown in Exhibit 2-72 Start the Clock Page.

Exhibit 2- 72 Start the Clock Page

Start the Clock

Date - Ourgtion (days) -] Remson | ¢ Notes <

08/09/2012 Pending

[ START THE CLOCK BACK

Pressing Start the Clock button displays the Submission Details section of the Request Details

page with a confirmation message at the top of the page. The “(On Hold)” text next to the clock
disappears. '

] — Seeking clarification from the requester concerning
Clariicatron the description of the request.

Exhibit 2- 73 Start the Clock Confirmation

ll ® The clock has been started. ||

Request Details Status : Assignment Determination Due Date : 087072012

Pressing the Stop the Clock action again displays the Stop the Clock section of the Request

Details page, which displays the log of all the previous times the request has been placed on
hold, as is shown in Exhibit 2-74 Stop the Clock Log.

Exhibit 2- 74 Stop the Clock Log

Stop the Clock
Date - Duration  $ Regson & Notes ¢
; — Seeking clarification from the requester concerning the
08/09/2012 1 Clarification description of the request.

— New Clock Stoppage

* Reason:  Select One v

% Notes: 0/2000

STOP THE CLOCK
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254 Extend Due Date

Extend the due date of a request due to voluntary or involuntary circumstances by clicking the
Extend Due Date action from the left side actions menu. Exhibit 2-75 Extend Due Date displays
the page where a user can pick a new date for the estimated date of completion.

Exhibit 2- 75 Extend Due Date

Extend Due Date

— Extend Due Date

Mo previous Extend Due Date actions were found,

% IsExtension due to Unusual —~ sl

Circumstances” : e |

* Estimated Date of Completion: 9721712 o

# Extension Justification : 0/56

T

If a FOIA Professional performs this action, then an Extend Due Date task is generated for either
the Coordinator or the National Team, depending on where in the structure the Professional is
assigned. The Coordinator or the National Team will have to approve or deny the Extend Due
Date task.
2.5.5 Create Task
Create a task by clicking the Create Task action from the left side actions menu to display the
Task Assignment page, as shown in Exhibit 2-76 Task Assignment Page. A task can be sent to
multiple organizations and/or individuals. Tasks can be tracked via the Assigned Tasks tab from
the Request Details page (see section 2.4.8 Assigned Tasks).

Exhibit 2- 76 Task Assignment Page

Task Assignment
— Assign to Organization Assign to Individual
No organizabions have been assigned. Mo individuals have been assigned.

ADD ORGANIZATION ADD INDIVIDUAL

@ x Description:

* DueDate: =

* Allow task select Onels|
recipientis) to edit =

metadata~
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Assign organization(s) to the task by pressing the Add Organization button in the Assign to
Organization section to launch the Select Organization popup (see Exhibit 2-60 Make
Assignment, Select Organization). Assi gn an individual to the task by pressing the Add
Individual button in the Assign to Individual section to launch the Select Individual popup (see
Exhibit 2-62 Make Assignment, Select Individual). Once the organization and/or individual
is/are selected, the content displays in a table, indicating the name and an option to remove the
assignee, as shown in Exhibit 2-77 Task Assignees. Click the “X” icon to remove the desired
organization or individual.

Exhibit 2- 77 Task Assignees

— Assign to Organization FAssign to Individual
Mame Remove? I Name Remove?
Office of Pollution Prevention and Toxics hi Tom Hall hi

ADD ORGANIZATION | ADDINDIVIDUAL

Enter a description of the task, click the calendar icon to choose a due date, and select an option
from the “Allow task recipient(s) to edit metadata?” dropdown menu. Pressing the Create Task
button sends the task assignment to the selected organization(s)/individuals(s).

Exhibit 2- 78 Create Task

Task Assignment
’—Asslgn to Organization — Assign to Individual
Name : Remove? Mame ‘Remove?
Office of Pollution Prevention and Toxics d Tom Hall d

ADD ORGANIZATION | ADD INDIVIDUAL

9 x Description :

% DueDate: E

* Allow task | select Onelw|

recipientisi to edt | safoif e

metadata’ | ..

|' CREATE TASK |

An assignment to an organization displays in the organization’s Unassigned Cases dashboard.
An assignment to an individual displays in the individual’s My Cases dashboard.

n
no
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256 Upload Responsive Records

Upload records to the case file by clicking the Upload Responsive Records action from the
actions menu to display the Upload Responsive Records section of the Request Details page.
Files can be referenced in two ways: A file can be uploaded, or a file can be referenced only

without physically attaching it to the case file.

Exhibit 2- 79 Upload Responsive Records

— Upload Responsive Records

SFLECT FILES

ADD WITHOUT FILE UPLOAD

Mo records have been uploaded,

D Keywords:

CANCEL

SAVE CHANGES

Physically upload a record by pressing the Select Files button as indicated above. This launches
the file lookup, as shown below. Multiple files can be selected at one time by pressing the CTRL

button on the keyboard while selecting file names.
Exhibit 2- 80 Select File(s)

Select file(s) to upload by sala ceifederal com '? E’g
Savein: ICJ Records ‘_ﬂ 0 (F . ° (-
- "% 01_128leadpaintremovalpdf . pdf "= uer_fish_water_sampling |
l 3 é "% 2009_01_20_watershed_initiative_2006_ct_river.pdf
MyRecent | .. 012007-hartford.pdf
Documents "% 20120710 Final Preparation Response. pdf
"7 20120710 Interim Release Notice.pdF
@ =% sirPollutionEmissionFactors,pdf
Desktop "2 CT Compliance Report.pdf
"% CT_FishTissueContaminationStudy . pdf
. "% ct-asbestos_training_providers. pdf
J % Env_Safety_Records,pdf
- methane_emissions_natural_gas_industry2011.pdf
My Documents | o2 = 7 R
b "% PCBContaminatedSedimentsStrategy. pdF
= RCRA_NSP5.pdf
"',!"_.Resource_Recovery_Faciities-NSPS_ApplicabﬂitvdDQU.de
' "% SummaryData-ResouceConservationandRecoveryAct, pdf
My Computer |
(&1 i I (»
MyNetwork  Saveashpe:  |AllFies(”) lv] [ _cancel ]

Upload file(s) without attaching a document to the case file by pressing the Add Without File

Upload button.
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Exhibit 2- 81 Add Record Without File Upload Button

Upload Responsive Records

ADD WITHOUT FILE UPLOAD

Pressing this button expands a row in the records table, as shown in the exhibit below.
Exhibit 2- 82 Add Without File Upload

Upload Responsive Records

SELECT FILES

ADD WITHOUT FILE UPLOAD :

Size

Recora Title Record File Name Type KB) Remove
v Resource_Recovery Faciliies
Resource_Recovery Faciliti = =
- ry_rac NSPs_Applicabilitydoso. pdf POF 2628 |kl
AirPollutionEmissionFactor AirPollutionEmissionFactors, pdf POF 7453 d
CT Compliance Report CT Compliance Report. pdf PDF 4831 d
Untitled 4 . 000

@ Keywords:

The Record Title pre-populates with the file name that is saved on the hard drive, or “Untitled #”
for a non-phygsical record, but the name can be changed.

Entering keywords for the set of records uploaded will apply to the whole set, and can be
modified on an individual record basis (see Exhibit 2-41 Edit Responsive Records).

Remove a record by pressing the “X” icon from the Remove column in the table to launch a

verification popup. Exhibit 2- 83 Removal Verification
Press the Yes button to delete the record;
No to cancel the action.

Are you sure you want to delete this record®

Press the Save Changes button to display | ssoe
the Records section of the Case File tab

(see Exhibit 2-40 Case File, Records).

To create online correspondence or log offline correspondence, click on the Create
Correspondence action from the left side actions menu to display the Create Correspondence
section of the Request Details page, as shown in Exhibit 2- 40 Case File, Records.
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Exhibit 2- 84 Create Correspondence Page

— Create Correspondence

* CorrespondenceType: Correspondence to Requesler:;\_g]
% Subject :
kBodv: B P U |EE W |5 -l E

08/09/201205:36 P
FOIA Request: EPA-2012-0005132

— Correspondence Attachments

SELECT FILES

Nothing found to display.

CREATE CANCEL
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Create Correspondence within the System

Correspondence to Requester is the default Correspondence Type. The text that is entered in the
Subject and Body fields will be sent in an email to the requester, and if the requester is a
registered user then the correspondence will display in his or her dashboard. Pressing the Create
button, as shown in Exhibit 2-85 Create Correspondence within the System, sends the
correspondence to the requester, and keeps a record of it in the Correspondence sub tab of the
Case File tab.

Exhibit 2- 85 Create Correspondence within the System

— Create Correspondence

* Correspondence Tspe:  Correspondence to Requester v|
* Subject: Seeking Clarification
*Bodyi: RN e o B e
08/09/201205:36 PM
FOIA Request: EPA-2012-000513

Seeking clarification concerning your recently submitted FOIA request. ill you be
willing to accept responsive records from 2011-present? Records from 2001-present will
lengthen the tmethat your request will be in the processing phasel

— Correspondence Attachments

Mothing foundto display.

CREATE CANCEL
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Offline Correspondence
To capture correspondence that occurred offline (e.g., telephone conversation), a document can
be uploaded via the Other Correspondence Type function, as shown in Exhibit 2-86 Create
Offline Correspondence.

Exhibit 2- 86 Create Offline Correspondence

— Create Correspondence

* Correspondence Type: | Other iv]

Mote that correspondence attachments are required for Correspondence Type ' Other'

— Correspondence Attachments

SELECT FILES

Attached File Type Size (KB) Remove

TimLytle. docx Microsoft Word 2511 d

=
| |

At least one attachment is required when creating “Other” correspondence. Pressing the Create
button commits the addition and logs the file in the Correspondence sub tab of the Case File tab,

as shown in Exhibit 2-87 Correspondence Sub Tab.
Exhibit 2- 87 Correspondence Sub Tab

Records | Consultabons Correspondence Appeals Invoice

— Correspondence to Requester

One item found. _

Date > Detail

Subject & From $ To ]
Seeking Clarification Thomas Marks Gabby Franklin 08/05/2012 o

08/09/201205:36 PM
FOlA P equest: EPA-2012-000513

seeking clarfication concerning your recently submitted FOlA request. will you be willing to accept responsive
records from 2011-present * Records from 2001-present will lengthen the ime that your request will be in the

processing phase.

One item found. e

— Other Correspondence

One item found. i

Attached File 2 Type Size (KB)

Microsoft Word 21.11

Timlytie.docx
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257 Create Comment

Create a comment to log in the Comments tab by clicking the Create Comment action in the left
side action menu to display the Create Comment section of the Request Details page.

Exhibit 2- 88 Create Comment

— Create Comment

* Comment:

SAVE CANCEL

Press the Save button to save the comment to the Comments tab.
258 Create Consultation

To create a consultation to a participating agency, click the Create Consultation action from the
left side actions menu to display the Consultation Details section of the Request Details page,
shown in Exhibit 2-89 Select Record(s) for Consultation Page. Creating a consultation is a two-
page process; the first page is selecting the record(s) for the consultation. Check the checkbox of
the selected record(s) to consult and press the Next button. When multiple records are selected a
separate consultation is created for each record.

Exhibit 2- 89 Select Record(s) for Consultation Page

F Select Responsive Records for Consultation

Attach?  Title Type Exempt Statute Retention  Size (KB)
¥ Resource_|f obi PDF N/ N/A N/A 26.28
[] AirPollutionEmissionFactors PDF  N/A N/A /A 7453
O €T iance Report PDF  N/A N4 N/A 48,31
O Air Emissions_Maine 2004 P/A N/A N/A 0.00

NEXT

FOlAonline User Guide September 11, 2012

49




.
_kl'c!_u!c_vlgli_z;@

Page 2 of the Create Consultation process is selecting the agency to send the consultation,
reviewing the due date, and adding comments, as shown in Exhibit 2-90 Create Consultation
Page. Press the Create Consultation button to send the consultation to the participating agency

Exhibit 2- 90 Create Consultation Page

— Create Consultation

% Agency: Select an Agency
Submittal Date:

* Consultation Date: pg/pg/2012 |-
© x DueDate: pgjo7/2012 |

@ * Request Requesting all Region 7 information.
Description :

®

% Comment:

— Selected Records

Title Type Exempt Statute Retentfor  Slze (KB)
Resource_Recovery_Facilities-NSPS_Applicabilityd0d50 PDF  N/A N/, N/A 26,28

PDF  N/A N/A N/A 74.53

AirPollutionEmissionFoctors

CREATE CONSULTATION CANCEL
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259 Create Referral

Create a referral to a participating agency by clicking the Create Referral action from the left side
actions menu to display the Create Referral to Participating Agency page, as shown in Exhibit 2-
91 Create Referral to Participating Agency.

Exhibit 2- 91 Create Referral to Participating Agency Part 1
(Create Referral to Participating Agency

The Freedom of Information act (FOIA) 1s a federal lav: that grves the public the night to make requests for federal agency
records. All federal agencies are required to make requested records available unless the records are protected from

chsclosure by certain FOIA exemiptions. Azencies may withhold mformation according to nine exenionon: contamed in the
statute. The FOLA apphes only to federal azencies. it does not apply to records held by Congress the courts or by state o

local zovernment agencies. Each state has s own public access laws that should be consulted for access to state andlocal
records.

— Contact Information

* First Hame ; * Mailing Address
kuddle Inihal Location :
% Addresslmel ;

% Last Name :
Address Lme 2;

Crgamization :
* City:

Email address :
* State/Province :

Phote Number :
* Z
Fax Humber poﬁ._;?(cs;l:'
— Agency and Fee Information
* Agency:  Select an Agency =
* Feelimit: 5 2500
* Peferral Date: gfof12 =
© * Description :
FOlAonline User Guide SRpBEmeTERTE
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Exhibit 2- 92 Create Referral to Participating Agency Part 2

Comments :

— Requast a Fee Waiver

Any FOIA request er may request that all fees associated
with the request be waned The request for the fee
waiver must be submitted with the FOIA request. For
further mformation about Fee Wai ers please see the
Agency's FOIA website.

Make Peguest ° 29/ 2000

— Request Expedited Processing

Under certain condiions vou may be entitledto ha.e
vour request processed on an expedited basis 1.e withn
10 calendar days of the date on which the request was
recerved Howerer in an effort totreat all requestess
equitably FOLA requests are expedited only in cases m
which these is a threat to someone’s life or plyysical
safety; the requestor is primarily engaged in
dissemmmating information and has established that the
request 1s urgently needed to mferm the public
concerning some actual or alleged government activity

Make Peguest * 40/ 2000

— Supporting Attachments

Attachmert Type Size (KB)
Asse? Plan and Business Case Summary_NOAA. pdf PDF 5342
— Responsive R rds
Title Type Size (KB) h::ﬁmn:!n

SPS_Ag ¢ 0 PDF 26.28 O
PDF 7353 |
PODF as.31 (5
0.00 |

Select the checkboxes of the records to refer to a

participating agency; only one referral can be

created per record, so if multiple records are selected then multiple referrals will be created.

Press the Submit button to view the Confirmation page, shown in Exhibit 2-93 Referral

Confirmation.

Exhibit 2- 93 Referral Confirmation

Referral Confirmation

Referral Information

New Referrals

D OC- 201 2-0005 10 €T Compliance R eport

BACK TO REQUEST DETATL
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2510 Create Appeal

Create an appeal for a request by clicking the Create Appeal action from the left side actions

menu to display the Appeal Existing Request page, shown in Exhibit 2-94 Appeal Existing
Request Page.

Exhibit 2- 94 Appeal Existing Request Page

Appeal Existing Request Tracking Number : £24-2012-000513
— Contact Information for Appeal
* First Name : Y * PMailing Address
Middle Initral : o Location:
* Address
* Last Name: ;
Linel:
¢ c';‘:rt?fd;" Address Line 2
1alf of ;
* City:
Organization : ity
T * State/Province:
Phone Number : * Zip Code/Postal
' : Code:
Fax Number ;
* Basis for Appeal : @ 0/2000

Attach Supporting Files

~ SELECT FILES

Mo attachments have been addad.

PREVIEW CANCEL

Press the Preview button to preview the appeal before final submission, as shown in the Exhibit
above.
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Exhibit 2- 95 Preview Appeal Page

Preview Appeal T

— Contact Information for Appeal

Tracking Number: £2A-2012-000513

% First Name: Gabby
Fiddle Intial :
%* Last Name: Franklin

Created on behalf
of :

Organizatien :
Email Address :
Phone Number :
Fax Mumber :

#* Mailing Address
: Location :

% AddressLinel:
Address Line 2 :

% City:

* State/Province:

* Zip Code/Postal
Code:

United States/U.s. Territories

2829 Braddock Road

Philadelphia
Pennsyh.ania
33981

* Basis for Appeal :

35,/ 2000

— Supporting Files

Mo attachments were previously added.

] SUBMIT | EDIT APPEAL CANCEL

Press the Submit button to create the appeal and to view the Appeal Confirmation page, as

shown in Exhibit 2-95 Preview Appeal Page.

Exhibit 2- 96 Appeal Confirmation Page

Appeal Request Confirmation

— Original Request information

Tracking Number :
Requester Name:
Date Submitted :
Request Status:
Request Track :

EPA-2012-000513
Gabby Franklin
08/01/2012
Appealed

Simple

Appeal Number :
Requester Name :
Date Appealed:
Basis for Appeal :

— Appeal Information

EPA-2012-000527
Gabby Franklin
08/09/2012

This is taking too long to process.

HOME

The original request information displays as well as the appeal information. Clicking on the
Appeal Number takes the user to the Appeal Details page, if the user has the appropriate

permissions.
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2.5.11 Interim Release

To perform an interim release on a request, at least one reviewer must be assigned (see section
2.4.10 Review). Click the Interim Release action from the left side actions menu to display the
Interim Release section of the Request Details page, as shown in Exhibit 2-97 Interim Release
Page.

Exhibit 2- 97 Interim Release Page

Interim Release @

r Responsive Records
Publish Title  Type Exempt  Statite  Retertion  Size (KB) Action
Resource_Recovery Focilities- ; 4
NSPS_Applicabilitydos0 PDF  N/A N/A N/A 26.28 d
./ .
O | airpoliutionemissionfactors PDF  N/A N/A N/A 7453 o
‘
O | airemissions_Maine 2004 N/A N/A N/A 0.00 a

Exemptions Used
lr Mo exemptions have been applied to any records.

— Invoice Comments/Instructions

0,500

L —

SAVE CHANGES

'] CANCEL

At least one checkbox in the Responsive records section must be checked to perform the interim
release. Press the Save Changes button to begin the case file review process (see section 2.5.14
Begin Close out Process).
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Once the case file review is complete, an Interim Release Notice task is generated in the
assignee’s My Cases dashboard, shown in Exhibit 2-98 Interim Release Notice Dashboard.

Exhibit 2- 98 Interim Release Notice Dashboard

My Cases Filter aJl (] Results 25 [se]
e =
7 items found, displaying all items, T]
ed Cases . L)
Tracking Number & Tvpe ¢ Trock $ Requester &  Submitted & Due & Status & Detall
Cases Gabby Research
/
Task simple o in 08/09/2012 TBD ol (]
| Interim Release Nobce 08/09/2012  08/14/2012 a

Click the Tracking Number to display the Task Details page. Click the Close Out Task action
from the left side actions menu to view the interim release notice:

Exhibit 2- 99 Close Out Interim Release Notice Task

i Task Details Request Status : Research Records  Task Due Date : /A
£ am e £
Unassigned Cases ! - N -b} e { \r
AsslgnadCases Submitted Evaluation Assignment Processing Closed
— Request Details
Task Details
Tracking Humber : EPA-2012-000513 <
Make Assignment Requester : Gabby Franklin
Organization: M/A
Upload Responsive Records
— Task Details
Create Correspondence
Task Type: Interim Release Notice Assigned To: Tom HalltoniEnvironmental o
Create Comment Protection Agency]

Submission Details Case File Admin Cost Assigned Tasks Commenls Review

Create Consultation

Create Referral — Request Handling
Request Track: Simple Request Perfected: Yes
Close Out Task Fee Category: Unassigned Perfected Date: 08/09/2012

Fee \Waiver Requested: Yes
Fee ‘Walver Status: Pending Decision

Expedited Processing Yes
Requested :
Expedited Processing Pending Decision
Status:

Acknowledgement Sent
Date:

Unusual Circumstances * No

The Close Out Task section of the Task Details page, as shown in Exhibit 2-100 Interim Release
Notice Email, gives the agency user a chance to modify the email that will be sent to the
requester, if the requester has an email address on file. If the requester does not have an email
address on file, then a message displays indicating that the email will not be sent and must be
delivered outside of the system.
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Exhibit 2- 100 Interim Release Notice Email

Close Out Task

— Interim Release Notice

* Subject : Interim Release, Request EPA-2012-000513
*Body: p U|E == |rnse =~ |iZi=

Fequest EPA-2012-000513 has been approved for an interim release.

Thereleased records can be retrieved here: View Records

’—Attach Supporting Files

Mothing foundto display.

==

Supporting files can be uploaded to the notice by pressing the Select Files button in the Attach
Supporting Files Section. Press the Send button to launch the password verification popup, as
shown in Exhibit 2-101 Password Verification to complete the Interim Release.

Exhibit 2- 101 Password Verification

Please enter password as vour electronic signature:

|
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2.5.12 Transfer Request

Transfer a request to a participating agency by clicking the Transfer Request link from the left
side actions menu to display the Transfer Request section of the Request Details page, as shown
in Exhibit 2-102 Transfer Request to Participating Agency.

Exhibit 2- 102 Transfer Request to Participating Agency

Transfer Request

* Referred Agency: Department of Commerce !
* Sub-Agency: Department of Commerce (General)  |a!

SUBMIT CANCEL

Press the Submit button to complete the request transfer.
2513 Export Request

The Export Request action permanently removes the request and all associated tasks from the
FOIA application so that none of the data displays in the reports. Click the Export Request action
from the left side actions menu to display the Export Request section of the Request Details
page, as shown in Exhibit 2-103 Export Request. This action is intended to be used for Privacy
Act requests, which are not supposed to be entered in the system, nor counted for the annual
report.

Exhibit 2- 103 Export Request

— Export Request

This operation will export this request's metadata at the ime the request was submitted, to the Email address specified
below. This request and case file will then be permanently removed from the FOIA Module,

This action is not reversible.

* Email Address: thomas.marks@epa.example.com
@ addxpaL: O

EXPORT CANCEL

The request information is sent to the email address that is entered in the Email Address field,
with an option to add an XML version of the data export to the email.
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25.14 Begin Close out Process

Begin closing out a request by clicking the Begin Close Out Process action from the left side
actions menu to display the Final Disposition of Requests section of the Request Details page,
shown in Exhibit 2-104 Final Disposition of Requests.

Exhibit 2- 104 Final Disposition of Requests

Final Disposition of Requests

Final Disposition
(‘ * Disposition:  partial grant/partial denial >
— Responsive Records
Publish Title Type Exempt Statute Retentior  Size (KB) Action
PDF  N/A N/A N4 26.28 ".i
Ll AirPollutionE n'”:'f.'c,::FG'_-:.'s rs : PDF E: :' N/A M/A 74.53 +
I airEmissions_Maine 2004 /A N/A M/A 0.00 e
’— Exemptions Used
Exemption Used ; Record Title(s)
Ex. 3 AirPollutionEmissionFoctors
Ex. 8 AirPoliutionEmissionFactors
— Invoice Comments/Instructions
0500

Click the pencil icon in the Responsive Records table to display the Edit Responsive Records
page. Records can be quickly marked or unmarked for publishing by checking the Publish
checkbox in the Responsive Records table.

The Exemptions Used table contains a summary of the exemptions applied on each record.

Select a disposition from the Disposition dropdown menu and press the Save Changes button. A
confirmation message displays and indicates the case file review task has been sent to the first
reviewer to begin the review process.
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At least one reviewer, other than the assigned user, must be assigned in the Review tab on the

Request Details page in order to close a request, with the exception of the following dispositions:
Request withdrawn, Fee-related reason, Records not reasonably described, Not an agency record,
and Duplicate request.

Any text entered in the Invoice Comments/Instructions section populates on the invoice. This

section is intended for any additional information

payment.

Review Process

the requester needs to complete their FOIA

When a disposition is set, the case file review process begins. A Case File Review task generates
and displays in the My Cases dashboard of the first reviewer. Click on the Tracking Number link
to display the Task Details page as shown below. The Case File Review task allows the user to

navigate through the entire case file in a read-only view.

Exhibit 2- 105 Task Details Page

My Casas
Unassigned Cases

Assigned Cases

Tash Details

Task Details Requast Status : Fina! Preparation of Response  Task Due Date: hi/A

& P P &
- - - @ -

Submitted Evaluation assignment Processing Closed

r— Request Detalls

Tracking Humber : EPA-2012-000513

| Close Out Task

Fequester : Gabby Franklin
Organization : /A

— Task Details

Headguarters)

Task Type: Case File R eview Assigned To:  Kurt Tucker (National (> ]

Subrmission Details  |SEEEREE

Admin Cost Assigned Tasks Comments

Review

— Request Handling

Request Track: Simple Request Perfected: Yes
Fee Category: Unassigned Perfected Date: 08/09/2012
Fee Warer Requested Yes Acknowledgement Sent
Fee Walver Status: Pending Decision Date:
Expedited Processing es Unusual Circumstances ° No
Requested :
Expedited Processing Pending Decision
Status:

Click the Close Out Task action in the left side actions menu to display the Close Out Task page.

Exhibit 2- 106 Close Out Case File Review Task Page

Close Out Task

Comments :

Case File Review

' =ave | APPROVE | REJECT |
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Enter text and press the Save button to be able to return to the task. Press the Approve button to
either send the review to the next assigned reviewer, or generate the Final Disposition Notice
task to the assignee. Press the Reject button to halt the review process and require the assignee
modify the request. If a Case File Review task is rejected, the Comments field is required.
The status of each Case File Review task displays in the Review tab, as shown in Exhibit 2-107
Review Status. Clicking on the Review Outcome link displays the Task Details page in a read-
only view.

Exhibit 2- 107 Review Status

Assighed Reviewers

Review

Outcome * Review Crder - Assigned Reviewer ® Review Date ® Action

Accepted 1 Emily Peters 08/10/2012

Final Disposition Notice Task

Once the review process is complete, if necessary depending on the disposition, the Final
Disposition Notice task generates and displays in the assignee’s My Cases dashboard. Click on
the Tracking Number link to display the Task Details page, and then click on the Close Out Task
action from the left side actions menu to display the Close Out Task page, shown in Exhibit 2-
108 Close Out Final Disposition Notice Task Page.

Exhibit 2- 108 Close Out Final Disposition Notice Task Page

Close Out Task

I—- Final Disposition Notice
% Subject : Final Disposition, Request EPA-2012-000513
*Bod': ' 7 U |= W= | ronc e e =

Request EPA-2012-000513 has been processed with the following final disposition:
Partial grant/partial denial

One or more records were released as a result of this request. These records can be
retrieved here: View Records

This disposition can be appealed by filling out the appeal creation form here: Create
Appeal

Attach Supporting Files

Mothing foundto display,

' SEND CANCEL
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The Subject and Body fields pre-populate but are modifiable. Files can be attached to the email
that will be sent to the requester by clicking the Select Files button in the Attach Supporting Files
section. Once the Send button is pressed, a popup will display that requires the user to enter the
account’s password. When the correct password is entered, the request is closed and an email is
sent to the requester with the Final Disposition Notice information. If the requester does not have
an email address on file, then the Final Disposition Notice is emailed to the agency user assigned
to process the request.

2.5.15 Generate Invoice

An agency user can generate the invoice of a request at any time by clicking the generate Invoice
action from the left side actions menu. If the amount billed in the Admin Cost tab minus any
requester discounts received from the Fee Category selected is less than the nominal cost amount
configured for the agency, then a notification will display upon generating the invoice, as shown
in Exhibit 2-109 Generate Invoice Notification.

Exhibit 2- 109 Generate Invoice Notification

Mote that the total amount of this invoice is less than
the nominal cost amount configured for this agency.

If this notification displays, press the OK button to advance to the popup which prompts the user
to open or save the PDF to the hard drive (browser dependent), shown in Exhibit 2-110 Open
Invoice.

Exhibit 2- 110 Open Invoice

% EPA-2012-000513 Invoice.pdf
whichis a: Adobe Acrobat Document (1.9 KB)
from: httpffsaki.caifederal.com:8080
what should Firefox do with this file?
@ Openwith | AdobeReader 9.5 (defaul)  [se)
O Save File
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Press the OK button to view the invoice generated in a PDF format, shown in Exhibit 2-11 FOIA
Invoice.

Exhibit 2- 111 FOIA Invoice

FOIA Invoice

Environmental Protection Agency
1200 Pennsyivania Avenue, N.W.
Washington, D.C. 200004

Mail Payment to FOIA Tracking Number

Cincinnati Finance Center EPA-2012-000504

PO Box 979078 "

St Louis, AR 63197 v
08/10/2012

Requester Contact Information Description of Records Requested

Michael Muffat - | Requesting all ion 2 information.

New York Times o

7469 Braddock Road

Fairfax, VA 22032
kcannava1@gmail.com

Request Received Date By

073112012 Environmental Protection Agency
Request Fulfilled by Agency Date By

081072012 | Thomas Marks
Comments/iinstructions
Description of Costs Quantity Amount (USD)
Search 325 hours $140.15
Review 1.0 hours $72.12
Copy 10 pages $1.10

AMOUNT DUE $213.37
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26 Search

Agency users can search for requests, appeals, tasks, consultations, referrals, and records that
exist within the user’s system. Depending on the user’s role privileges, varying levels of
information display for each item. Search Results take 2 hours to index, so the Custom Report
can be used to quickly find recently created or modified items instead of searching.

There are two ways an agency user can access the Search page from the Home page: by using the
Search Bar (see Exhibit 2-112 Search Bar) located on the top right of the Home page or by
clicking the Search tab. The Search Bar searches all agencies for requests only.

Exhibit 2- 112 Search Bar

Once criteria are entered in the text field, the user can either press the Enter button on the
keyboard, or click the magnifying glass icon to begin the search. There are three different pages
associated with searching: Search, Search Results, and Search Details.

26.1 Search Criteria

The Search Page provides the ability to search both inside and outside of the user’s own agency.
The Request Type checkboxes default to checked but a user can uncheck certain criteria in order
to return more specific results. Exhibit 2-113 Search Page shows the layout of the search page
and the fields that are available for the agency users to perform search.

Exhibit 2- 113 Search Page

Search

when multiple search terms are entered an OR search is performed. To search for a phrase. placethe search terms in
quotations "', To find a request by tracking number, enter the entire number {(EPA-2012-000123), a partial number (0001 23),
or by using a wildcard { ' 123}. To search for all items in a grven fiscal year, enter the year {2012).

— Search Parameters

@ x searchFor:

* Request Type: [¥]Request #* Track: [Elsimple Overdue® : fvj
Appeal [ complex Penchng® : fael
v { 3 .
[“] R ecord iFullk-Text} [ Expedited On Hold? : (]
[#] consultation = TeD
Referral

Timeato Process: - status: Submitted [A,
Within 10 days Initial Evaluation | =l
Within 20 days Assignment Determination
21-40 days Estimate Costs [
41-60 days

More than 60 days

* Agency: @ My Agency {and below 2 other agencies iand above me)

CLEAR SEARCH FIFLDS

The Agency field is a multi-select field, so a user can search for multiple agencies by pressing
the CTRL button and then clicking the agency names. Top of the Exhibit 2-113 Search Page
provides important information regarding the type of search terms to be used.
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26.2 Search Results

The Search Results page returns results that are visible for the user’s role and below. Users with
the Professional and SME roles only display search results that are assigned to them. Sort the
search results by clicking the column headers. Clicking the Detail column header expands the
Description row for all the search results. ;

Exhibit 2- 114 Search Results

Search Results
You searched for the terms {2012} from {Simple, Complex, Expedited; documents of type (Request, Appeal, Record, Referral,
Consultation] from the following agencies: HQ, Refine Search
7 items found, displaying all items. Results 25 [v] [1
Tracking NMumber L 3 Tvpe & Stotus & Requester &  Submitted &  Assigned To & Due & Derail
R Fesearch Ron d Katehmnn -
EPA-2012-00050.2 (274 : 4 /247 20
7 e Request Records Carpenter 07/27/2012 Cannava 08/24/2012 @
£P8-2012-000503 Appeal  Closed  Ron 07/20/2012 N/A 27/20.
Carpenter / j 222 o
2-000512 Evaluation MNathan . Katelynn : .
f Record of Fecords Adrien 08/02/2012 Cannava 08/30/2012 -
EPA-2012-000517 Appeal  Submitted e 08/02/2012 N/A 08/30/2012 P
Cordon
EPA-2012-000502 Research  Ron Katelynn a
1/
p Record | o orde Carpenter ~ 08012012 T MUl ogi2/012
M Evaluation Mathan Katelynn
PA-2012-000512 -
i $aquent of Records Adrien Ealeots Cannava Bz &9
EPA-2012-000527 Appeal  Submitted Babby 08/09/2012 /A 09/07/2012
Franklin A ! e v
7 items found, displaying all items. '"[ 1
Export options: C5v | Excel

Key features to note: Clicking the Refine Search link loads the previous page with the previously
entered criteria; the Results dropdown menu can filter results to display 10,25,50, or 100 items at
a time; pagination buttons exist on top of the table; the search term(s) entered highlight(s) in the
Search Results table.

Items with a paperclip icon indicate that there is at least one record associated to the item. Export

the Search Results table to either a .csv or xIs file by clicking the Export Options links displayed
at the bottom of the table.

Export options display beneath the Search Results table. Clicking either of the links exports the
results into an Excel spreadsheet (see Exhibit 2-115 Search Results Excel Export) either in a
CSV or XLS format.

Exhibit 2- 115 Search Results Excel Export

Requester Submitted Due

Tracking Numbes

S request is under Agency review

1

2 |DOC-2012-000501 Request Processing Jay Geiger 07/25/2012 08/24/2012

3 |DOC-2012-000502 Reguest Evaluation Logan Toms 07/30/2012 MN/A The description of this request is under Agency review
4 |DOC-2012-000505 Request Evaluation Carol Hammond 08/02/2012 N/A The description of this request is under Agency review
§ |DOC-2012-000506 Reguest Evaluation Vince Lawrence 08/02/2012 N/A The description of this request is under Agency review
6 DOC-2012-000503 Request Assignment Mark Wagner 07/31/2012 08/30/2012 The description of this request is under Agency review
7 DOC-2012-000504 Request Evaluation Ryan LeBlanc 08/01/2012 MN/A The description of this request is under Agency review
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2.7 Reports

Reports are real-time queries of data contained in the system. Certain reports vary based on the
user’s role. The following reports are available to all users: Annual Report, Year-End Annual
Report, Audit Log Report, Backlog Report, and Custom Report. Users with additional privileges
also have access to edit the Year-End Annual Report, view the Workload Report, and the Record
Retention Report. Access the reports by clicking on the Reports tab.

Exhibit 2- 116 Reports Page

Agency Reports

Annual Report G

* Annual Report: These reports are also public facing and contain real-time updates regarding request, referral, appeal
Year-End Annual Report and consultation metrics. The reports are identical to those produced in the year-end annual report.

® Year-End Annual Report: The year-end annual report Is generated after the fiscal year has ended and all request
Audit Log Report processing has been completed. The year-end annual report is generated from the backend and populates within a

table, including an editable version of the report. The editable version of the report uses individual tables to allow

Backlog Report modification of system data and input of data not captured by the system.

+ Audit Log Report: A per request list of the actions taken, including the fields that have been updated for each action.

o Backlog Report: Produces a list of all requests that are flagged as backlogged.
i g Report: eq EE g8

* Workioad Report: Produces a breakdown of the requests, appeals, referrals, consultations, and tasks assigned to users
at the user's level and for individuals below them.

Record Retention Report * Record Retention Report: Monitors the retention periods of released records and allows privileged users to extend

the retention period or remove expired records.

Custom Report: A powerful report which can be used to specify a variety of input criteria.

Custom Report

2.71 Report Criteria

The Annual Report and Custom Report are the only reports that require criteria to be entered.
See Exhibit 2-123 Custom Report Page in section 2.7.2 Description of Agency Reports for more
information concerning the Custom Report.

2.7.2 Description of Agency Reports

Annual Report

The agency Annual Report which is identical to the Year-End Annual Report allows agency
users to generate a report containing real time information on request, referral, appeal and
consultation metrics for the desired period of time. Each report is automatically generated with
information from the user’s agency.

Exhibit 2- 117 Annual Report

Reports
Report Criteria
* Report Type: Requests [ae)
* Time Period: EHto =

CREATE REPORT
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Year-End Annual Report

The Year-End Annual Report can be viewed by all agency users, see Exhibit 2-116 Year End
Annual Report. The Fiscal Year column is sortable by clicking the column header. Click the
name of the report in the Report column to view the Annual Report for the selected year.

Exhibit 2- 118 Year-End Annual Report

Year-End Annual Report

Report View Fiscal Year v
Annual Report for FY 2012 - Original PDF | XML 2012
Annual Report for FY 2012 - Edited ' PDF | XaiL 2012
BACK
Audit Log Report

The Audit Log Report contains a list of every action performed on every item in the system. The
report defaults to sorting by the Timestamp column, but every column is sortable by clicking the
column header. The Event column contains a summary of what the action was, i.e. “Save”
indicates that the request was modified and “Create” indicates that a new item was entered into
the system. The Type column indicates what functionality the action affected. Clicking the Detail
column expands a row that contains the exact action that was performed.

Exhibit 2- 119 Audit Log Report

Audit Log Report Results 25 |v]
4 items found, displaying all items. |
Audit Log Report - 08/11/2012 11:55:34
Tracking Nuntber ¢ Event & Timestamp Type & Agency ¢ User & Detail

08/11/2012 .
NAA Save 11:51:18 foia_user olG Emily Peters )
AR
08/09/2012 .
N/A Save 015226  foia_user oG Emily Peters <
PM
08/09/2012 _
EPA-2012-000502 (reate 01:27:36 foia_comment OQIG thomas.marks@epa.example.com <
PR
08/09/2012 :
EPA-2012.000502  (Create O0L2659  fola_comment Ol  thomasmarks@epa.example.com .o
PR
creation_date="08/09/201201:26:59 PI', comments=' Request was stopped on 8/05.'
4 items found, displaying all tems, 1
Export options: C5v | Excel
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Backlog Report

The Backlog Report contains a list of all items that are backlogged in the system. Request or
appeals are backlogged after 20 days (30 days if unusual circumstances have been specified on a
request). The report defaults to sort by the Submitted Date, showing the oldest items first.

Exhibit 2- 120 Backlog Report

Backlog Report

9 items found, displaying all items.

Backlog Report - 09/11/2012 12:08:58

Results 25 |Z|

(1]

Tracking Number 4 Type &  Requester 4 Submitted a AssignedTo &  Due & sz"m';’w ¢

?&iﬁg&t g Request Sam Cook 07/10/2012 08/08/2012 20

wirocorrs  Rewest g oy SOUL L, os/eon 2

s Request  conror 07/11/2012 08/08/2012 20

%%;8 Request :;:f:nh:tt 07/11/2012 E?S:;mrs 08/09/2012 19
Workload Report

As depicted in Exhibit 2- 116 Reports Page, the Workload Report consists of a breakdown of the
requests, appeals, referrals, consultations, and tasks assigned to users at the user’s level and for
individuals below them. The Column headings of the report can be clicked to further sort out the
report, see Exhibit 2-121 Workload Report. This report can be useful in viewing the pending
assignments to individuals.

Exhibit 2- 121 Workload Report

Workload Report

Tracking Number &

DOC-NOAA-2012-000150
DOC-NOAA-2012-000145
DOC-NOAA-2012-000145
DOC-2012-000124

DOC-NOAA-2012-000145

38 items found, displaying 1 to 25.

Type

Request

Request

Task

Task

Task

Workload Report - 09/11/2012 12:04:22

ry
s

Trock

Simple

Simple

Simple

Simple

Simple

Submitted ¢

08/17/2012

. 07/24/2012

07/26/2012

07/25/2012

08/14/2012

Assigned To

Professional6
Professional6

Professional6
Coordinator6

Professional9
Reviewer9

Coordinator8
Professional8

Professional6
Coordinator6

Results 25 E

dd

¢ Due_v

09/17/2012

09/07/2012

08/23/2012

08/22/2012

08/17/2012

FOlAonline User Guide

September 11, 20

12
68



Record Retention Report

Record Retention Report portrays/monitors the retention periods of released records and allows
privileged users to extend the retention period or remove expired records.

Exhibit 2- 122 Record Retention Report

Record Retention Report Results 25 El
34 items found, displaying 1 to 25. D ﬂ u
Record Retention Report - 09/11/2012 12:15:38
(3 TmckiogNumber ¢  RecordTie & Retention o e o NN . vl
DOC—ZDIZ—OOGGIS test 6year 05/10/2012 09/10/2018 No
?ﬁiﬁggf& kindermorgan-fa... 2 year 09/07/2012 09/07/2014 No
DOC-2012-000169 20120710 Interi... 2 year 08/30/2012 08/30/2014 No
DOC-2012-000169 USivarVessels 2 year 08/30/2012 08/30/2014 No
DOC-2012-000169 OIGReport 2 year 08/30/2012 08/30/2014 No

Custom Report

The Custom Report is more of a search than a report. The Custom Report page requires only one
field to have criteria entered before pressing the Search button. The Custom Report can be as
general or specific as the user desires by filling out such fields as Assigned to an Individual,
Submitted Date, Track, Type, Status, etc. as shown in Exhibit 2-123 Custom Report Page.
Quickly search for all items submitted in the year by entering “2012” in the Tracking Number
field and press the Search button. Quickly find a request by entering the last 3 identifying
numbers of the tracking number, i.e., “012” to find a specific item.

Search for all items assigned to an individual or organization by clicking the person icon located
to the right of each of the respective fields.

Search by dates by clicking the calendar icons located next to the Submitted and/or Due Date
fields.
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Exhibit 2- 123 Custom Report Page

Custom Report

— Raport Parametars

Tracking
Number

Fequester Name -
assignad To An
Individual -

Assignad To An
Crganization -

Submitted Date = to —
Due Date Y =
Track: [Csimple
Ccomplax

Ll e=pedited
= Unassignad
Tepe . [l request
[ appaal
Crazk
[ consultation
[ rafarral
Status ]
CSuvarduse? (2]
Pending? : ime]
©n Hald? [a=]

[ crano Joack

Press the Search button to display the Custom Report Results page, as shown in Exhibit 2-124
Custom Report Results Page. In this example, “123” was searched for in the Tracking Number

field to return the request, along with any associated tasks.
Exhibit 2- 124 Custom Report Results Page

Custorn Report

3items found, displaying all items.
Custom Report - 08/11/2012 12:44:11

Trocking Assigned
B -] Type ¢ Requester £ Smim!d - Ta & Duz $
DOC-0S-

2012- Task Ron Carpenter 07/17/2012 TBD TBD
000123

DOC-0s-

2012-  Task  RonCarpenter 07/17/2012 Emily TBD
dioiae Peters

DOC-0s- ] Thomas :

2012- Request Ron Carpenter 07/17/2012 08/14/2012
000123

Export options: CSV | Excel

BACK

Results 25 v]

Status € Detall

Closed @
Closed @
Closed O
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2.8 My Account

The My Account tab contains two pages to maintain user information: The Edit Account page

and the Change Password page. System users can manually update their user information and
password as desired.

2.8.1 Edit User Account

Clicking the My Account tab displays the Edit User Account page by default. Users can edit
their personal information such as email and address on this page.

Exhibit 2- 125 Edit User Account

Edit User Account

— User Information

* First Name : Professional6 ©  Address 1401 Constitution Avenue, N.W.
Middle Initial : Line1:
Address Line 2 :

* Last Name : Coordinator_ﬁ
Organization :
* Email Address : DOCCoordinator7@gmail.com

* Confirm Email DOCCoordinator7@gmail.com PZ;;?CC:::{ -
Address : i

* City: Washington
* State/Province : pc E|

@ phone
Number :

Fax Number :

SAVE CHANGES CANCEL

282 Change Password

The Change Password page is accessed by either logging in for the first time after receivin ga
temporary password, logging in after the password expires, or by selecting the Change Password
action from the left side action menu:

Exhibit 2- 126 Change Password Action

Edit Account

Change Password
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FolAonline

The Change Password page (see Exhibit 2-127 Change Password Page) requires the email
address, old password, and the new password (twice for validation). Pressing the Change
Password button sets the new password and restarts the 90 day expiration clock.

Exhibit 2- 127 Change Password Page

Change Password

Once you change your password it will expire in 90 days.

— Change Password

% Email Address:
* Old Password:
% New Password: 7]

* Confirm New
Password:

|
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A BEGINNER'S GUIDE TO
BOOLEAN SEARCH OPERATORS



l.Agenclc:l

1 Boolean algebra is based on a system of symbolic
algebra developed by#Britishgpnathematician George
Boole (1815-1864) [

AN NG
-1 Boolean searches allow you to combine words and

phrases using words and symbols (known as Boolean
operators) to limit, broaden, or define your search.



What is Boolean Search?

Purpose: A way to organize your search using a
combination of keywords and 5 Boolean

operators
To produce more accurate and relevant results for
document searches

5 elements:
AND
OR
NOT

()



AND

71 By using AND the search is narrowed—search would
return only documents containing all three items.



OR

CWA 404 WOTUS

By using OR, we are broadening/expanding our
search. The result would be a broader, more
inclusive search. Results would include any of the

words.



NOT

1 Removes false positives. If well designed, can
narrow down the set. However, can also result in
errors and should be used cautiously!



Parentheses

CWA OR 404 OR WOTUS.

This will retrieve any document with any of these words

(CWA OR 404) AND WOTUS

This will retrieve documents with either CWA AND WOTUS or
404 AND WOTUS

CWA OR (404 AND WOTUS)

This will retrieve documents with either CWA OR both 404 and
WOTUS

Brackets are most commonly used with OR strings to
narrow the search



Quotations

If a group of letters or words is to be a single
“keyword,” needs to be within quotations.

2, 4-D versus “2, 4-D”
2, 4-D may potentially bring back any document with
2, or 4, or D anywhere in the document

“2, 4-D” within quotations indicates that the exact term
is a keyword

Other examples “clean power plan” instead of clean or
power or plan,



EPA Fee Waiver Process | One EPA Workplace
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You are here: One EPA Workplace / FOIAHome / EPA Fee Waiver Process

EPA Fee Waiver Process

The public may request in writing to have fees waived if the disclosure of the information requested is in the public interest because 1) it is likely to contribute
significantly to public understanding of the operations and activities of the government and 2) it is not primarily in the commercial interest of the requester.

The requester's inability to pay is not a legal basis for granting a fee waiver.

EPA regulations require that the fee waiver request be made at the time the FOIA request is submitted.

EPA Fee Waiver Process
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FOIA Exemptions

There are nine FOIA exemptions:
1. Classified national defense and foreign relations information.
2. Internal agency rules and practices.
3. Information that is prohibited from disclosure by another federal law.

4. Trade secrets and other confidential business information.

(9]

. Inter-agency or intra-agency communications that are protected by legal privileges.

6. Information involving matters of personal privacy (protected under the Privacy Act or containing sensitive personally identifiable information).
7. Information compiled for law enforcement purposes, to the extent that the production of those records:

a. Could reasonably be expected to interfere with enforcement proceedings.

b. Would deprive a person of a right to a fair trial or an impartial adjudication.

¢. Could reasonably be expected to constitute an unwarranted invasion of personal privacy.

d. Could reasonably be expected to disclose the identity of a confidential source.

e. Would disclose techniques and procedures for law enforcement, investigations or prosecutions, or would disclose guidelines for law enforcement
investigations or prosecutions..

f. Could reasonably be expected to endanger the life or physical safety of any individual.
8. Information relating to the supervision of financial institutions.
9. Geological information on wells.

The FOIA applies only to the Federal Executive Branch. It does not apply to records held by Congress, the courts, or by state, local, or tribal government
agencies. The FOIA has undergone several amendments since its passage, including the e-FOIA amendments of 1996 and the Open Government Act of 2007.
The e-FOIA amendments clarified how electronic records should be handled under the FOIA and extended the statutory time to respond from ten working
days to twenty working days. The Open Government Act of 2007 made changes to promote a more open and accountable government and established an
agency Chief FOIA Officer and Public Liaison Officers to assist in reducing delays, increasing transparency and resolving disputes.
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